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Summary

CVE CVE-2015-6784

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-06 01:59:00 UTC

Updated 2023-11-07 02:27:00 UTC

Description The page serializer in Google Chrome before 47.0.2526.73 mishandles Mark of the Web (MOTW) comments for URLs containing a "--" sequence, which might allow remote attackers to inject HTML via a crafted URL, as demonstrated by an initial http://example.com?-- substring.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference

[security-announce] openSUSE-SU-2015:2291-1: important: Security update

Issue 503217 - chromium - Security: improperly escaped "saved from url" info allows modification of saved pages - ???? ** Chromium issue tracking will soon migrate to https://bugs.chromium.org (Monorail) ** ???? - Google Project Hosting

Google Chrome Prior to 47.0.2526.73 Multiple Security Vulnerabilities

Chromium: Multiple vulnerabilities (GLSA 201603-09) — Gentoo security

Chrome Releases: Stable Channel Update

Debian -- Security Information -- DSA-3415-1 chromium-browser

Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code, Bypass Security Restrictions, and Spoof Content - SecurityTracker

USN-2825-1: Oxide vulnerabilities | Ubuntu

Issue 1371323003: Escape "--" in the page URL at page serialization - Code Review

[security-announce] openSUSE-SU-2015:2290-1: important: Security update

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2015-6784/mitre
https://cve.report/CVE-2015-6784/nist
https://cve.report/CVE-2015-6784/cve_org
https://cve.report/api/cve/CVE-2015-6784.json
https://cve.report/CVE-2015-6784.pdf
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00017.html
https://code.google.com/p/chromium/issues/detail?id=503217
http://www.securityfocus.com/bid/78416
https://security.gentoo.org/glsa/201603-09
http://googlechromereleases.blogspot.com/2015/12/stable-channel-update.html
http://www.debian.org/security/2015/dsa-3415
http://www.securitytracker.com/id/1034298
http://www.ubuntu.com/usn/USN-2825-1
https://codereview.chromium.org/1371323003
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00016.html
https://www.cve.org/CVERecord?id=CVE-2015-6784
https://nvd.nist.gov/vuln/detail/CVE-2015-6784


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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