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Summary

CVE CVE-2015-6830

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-09-14 01:59:00 UTC

Updated 2016-12-22 03:00:00 UTC

Description libraries/plugins/auth/AuthenticationCookie.class.php in phpMyAdmin 4.3.x before 4.3.13.2 and 4.4.x before 4.4.14.1 allows remote attackers to bypass a multiple-reCaptcha protection mechanism against brute-force credential guessing by providing a correct response to a single reCaptcha.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin 4.3.0 All All All

Application Phpmyadmin Phpmyadmin 4.3.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.10 All All All

Application Phpmyadmin Phpmyadmin 4.3.11 All All All

Application Phpmyadmin Phpmyadmin 4.3.12 All All All

Application Phpmyadmin Phpmyadmin 4.3.13.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.2 All All All

Application Phpmyadmin Phpmyadmin 4.3.3 All All All

Application Phpmyadmin Phpmyadmin 4.3.4 All All All

Application Phpmyadmin Phpmyadmin 4.3.5 All All All

Application Phpmyadmin Phpmyadmin 4.3.6 All All All

Application Phpmyadmin Phpmyadmin 4.3.7 All All All

Application Phpmyadmin Phpmyadmin 4.3.8 All All All

Application Phpmyadmin Phpmyadmin 4.3.9 All All All

Application Phpmyadmin Phpmyadmin 4.4.0 All All All

Application Phpmyadmin Phpmyadmin 4.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.1.1 All All All
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Application Phpmyadmin Phpmyadmin 4.4.1.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.10 All All All

Application Phpmyadmin Phpmyadmin 4.4.11 All All All

Application Phpmyadmin Phpmyadmin 4.4.12 All All All

Application Phpmyadmin Phpmyadmin 4.4.13 All All All

Application Phpmyadmin Phpmyadmin 4.4.13.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.14 All All All

Application Phpmyadmin Phpmyadmin 4.4.3 All All All

Application Phpmyadmin Phpmyadmin 4.4.4 All All All

Application Phpmyadmin Phpmyadmin 4.4.5 All All All

Application Phpmyadmin Phpmyadmin 4.4.6 All All All

Application Phpmyadmin Phpmyadmin 4.4.6.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.7 All All All

Application Phpmyadmin Phpmyadmin 4.4.8 All All All

Application Phpmyadmin Phpmyadmin 4.4.9 All All All

Application Phpmyadmin Phpmyadmin 4.3.0 All All All

Application Phpmyadmin Phpmyadmin 4.3.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.10 All All All

Application Phpmyadmin Phpmyadmin 4.3.11 All All All

Application Phpmyadmin Phpmyadmin 4.3.12 All All All

Application Phpmyadmin Phpmyadmin 4.3.13.1 All All All

Application Phpmyadmin Phpmyadmin 4.3.2 All All All

Application Phpmyadmin Phpmyadmin 4.3.3 All All All

Application Phpmyadmin Phpmyadmin 4.3.4 All All All

Application Phpmyadmin Phpmyadmin 4.3.5 All All All

Application Phpmyadmin Phpmyadmin 4.3.6 All All All

Application Phpmyadmin Phpmyadmin 4.3.7 All All All

Application Phpmyadmin Phpmyadmin 4.3.8 All All All

Application Phpmyadmin Phpmyadmin 4.3.9 All All All

Application Phpmyadmin Phpmyadmin 4.4.0 All All All

Application Phpmyadmin Phpmyadmin 4.4.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.1.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.10 All All All

Application Phpmyadmin Phpmyadmin 4.4.11 All All All

Application Phpmyadmin Phpmyadmin 4.4.12 All All All

Application Phpmyadmin Phpmyadmin 4.4.13 All All All
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Application Phpmyadmin Phpmyadmin 4.4.13.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.14 All All All

Application Phpmyadmin Phpmyadmin 4.4.3 All All All

Application Phpmyadmin Phpmyadmin 4.4.4 All All All

Application Phpmyadmin Phpmyadmin 4.4.5 All All All

Application Phpmyadmin Phpmyadmin 4.4.6 All All All

Application Phpmyadmin Phpmyadmin 4.4.6.1 All All All

Application Phpmyadmin Phpmyadmin 4.4.7 All All All

Application Phpmyadmin Phpmyadmin 4.4.8 All All All

Application Phpmyadmin Phpmyadmin 4.4.9 All All All

References

Reference Source Link

phpMyAdmin CVE-2015-6830 Security Bypass Vulnerability BID www.securityfocus.com

phpMyAdmin - Security - PMASA-2015-4 CONFIRM www.phpmyadmin.net

[SECURITY] Fedora 22 Update: phpMyAdmin-4.4.14.1-1.fc22 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 21 Update: phpMyAdmin-4.4.14.1-1.fc21 FEDORA lists.fedoraproject.org

Debian -- Security Information -- DSA-3382-1 phpmyadmin DEBIAN www.debian.org

[SECURITY] Fedora 23 Update: phpMyAdmin-4.4.14.1-1.fc23 FEDORA lists.fedoraproject.org

phpMyAdmin Lets Remote Users Bypass reCaptcha Feature on the Target System - SecurityTracker SECTRACK www.securitytracker.com

Fix reCaptcha bypass · phpmyadmin/phpmyadmin@785f4e2 · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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