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Summary

CVE CVE-2015-6860

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-05 11:59:00 UTC

Updated 2016-12-07 18:22:00 UTC

Description HPE Network Switches with software 15.16.x and 15.17.x allow local users to bypass intended access restrictions via unspecified vectors, a different vulnerability than CVE-2015-6859.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp J8692a All All All All

Hardware Hp J8692a All All All All

Hardware Hp J8693a All All All All

Hardware Hp J8693a All All All All

Hardware Hp J8697a All All All All

Hardware Hp J8697a All All All All

Hardware Hp J8698a All All All All

Hardware Hp J8698a All All All All

Hardware Hp J8699a All All All All

Hardware Hp J8699a All All All All

Hardware Hp J8700a All All All All

Hardware Hp J8700a All All All All

Hardware Hp J8715a All All All All

Hardware Hp J8715a All All All All

Hardware Hp J8715b All All All All

Hardware Hp J8715b All All All All

Hardware Hp J8992a All All All All
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Hardware Hp J8992a All All All All

Hardware Hp J8992a All All All All

Hardware Hp J9091a All All All All

Hardware Hp J9091a All All All All

Hardware Hp J9263a All All All All

Hardware Hp J9263a All All All All

Hardware Hp J9264a All All All All

Hardware Hp J9264a All All All All

Hardware Hp J9265a All All All All

Hardware Hp J9265a All All All All

Hardware Hp J9310a All All All All

Hardware Hp J9310a All All All All

Hardware Hp J9311a All All All All

Hardware Hp J9311a All All All All

Hardware Hp J9447a All All All All

Hardware Hp J9447a All All All All

Hardware Hp J9448a All All All All

Hardware Hp J9448a All All All All

Hardware Hp J9451a All All All All

Hardware Hp J9451a All All All All

Hardware Hp J9452a All All All All

Hardware Hp J9452a All All All All

Hardware Hp J9470a All All All All

Hardware Hp J9470a All All All All

Hardware Hp J9471a All All All All

Hardware Hp J9471a All All All All

Hardware Hp J9472a All All All All

Hardware Hp J9472a All All All All

Hardware Hp J9473a All All All All

Hardware Hp J9473a All All All All

Hardware Hp J9475a All All All All

Hardware Hp J9475a All All All All

Hardware Hp J9532a All All All All

Hardware Hp J9532a All All All All

Hardware Hp J9533a All All All All

Hardware Hp J9533a All All All All
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Hardware Hp J9539a All All All All

Hardware Hp J9539a All All All All

Hardware Hp J9540a All All All All

Hardware Hp J9540a All All All All

Hardware Hp J9573a All All All All

Hardware Hp J9573a All All All All

Hardware Hp J9574a All All All All

Hardware Hp J9574a All All All All

Hardware Hp J9575a All All All All

Hardware Hp J9575a All All All All

Hardware Hp J9576a All All All All

Hardware Hp J9576a All All All All

Hardware Hp J9584a All All All All

Hardware Hp J9584a All All All All

Hardware Hp J9585a All All All All

Hardware Hp J9585a All All All All

Hardware Hp J9586a All All All All

Hardware Hp J9586a All All All All

Hardware Hp J9587a All All All All

Hardware Hp J9587a All All All All

Hardware Hp J9588a All All All All

Hardware Hp J9588a All All All All

Hardware Hp J9638a All All All All

Hardware Hp J9638a All All All All

Hardware Hp J9639a All All All All

Hardware Hp J9639a All All All All

Hardware Hp J9640a All All All All

Hardware Hp J9640a All All All All

Hardware Hp J9641a All All All All

Hardware Hp J9641a All All All All

Hardware Hp J9642a All All All All

Hardware Hp J9642a All All All All

Hardware Hp J9643a All All All All

Hardware Hp J9643a All All All All

Hardware Hp J9821a All All All All

Hardware Hp J9821a All All All All
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Hardware Hp J9821a All All All All

Hardware Hp J9822a All All All All

Hardware Hp J9822a All All All All

Hardware Hp J9823a All All All All

Hardware Hp J9823a All All All All

Hardware Hp J9824a All All All All

Hardware Hp J9824a All All All All

Hardware Hp J9825a All All All All

Hardware Hp J9825a All All All All

Hardware Hp J9826a All All All All

Hardware Hp J9826a All All All All

Hardware Hp J9850a All All All All

Hardware Hp J9850a All All All All

Hardware Hp J9851a All All All All

Hardware Hp J9851a All All All All

Hardware Hp J9866a All All All All

Hardware Hp J9866a All All All All

Hardware Hp J9868a All All All All

Hardware Hp J9868a All All All All

Operating System Hp Network Switch Software All All All All

References

Reference Source

HP Network Switch Unspecified Flaws Let Local Users Bypass Security Restrictions and Gain Elevated Privileges - SecurityTracker SECTRACK

Document Display | HPE Support Center CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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