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CVE CVE-2015-6925
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-22 15:59:00 UTC
Updated 2016-01-25 18:21:00 UTC
Description wolfSSL (formerly CyaSSL) before 3.6.8 allows remote attackers to cause a denial of service (resource consumption or traf
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wolfssl Wolfssl All All All All

Reference Source Link

GitHub - IAIK/wolfSSL-DoS: Proof of concept for denial of service attack on wolfSSL's DTLS server implementation. MISC github.cor

Two Vulnerabilities Recently Found, An Attack on RSA using CRT and DoS Vulnerability With DTLS CONFIRM  wolfssl.col

Docs-wolfssl-changelog CONFIRM  wolfssl.col

CVE Program record CVE.ORG www.cve.(

NVD vulnerability detail NVD nvd.nist.g¢
L] | ﬂ

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690337 Free Berkeley Software Distribution (FreeBSD) Security Update for Wolf Secure Sockets Layer (wolfssl) (3d1372e1-7822-4fd8-
b56e-5ee832afbd96)
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