CVE-2015-6928

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2015-6928
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-09-28 15:59:00 UTC
Updated 2016-12-07 18:22:00 UTC
Description classes/admin.class.php in CubeCart 5.2.12 through 5.2.16 and 6.x before 6.0.7 does not properly validate that a passworc
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Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cubecart Cubecart 5.2.12 All All All
Application Cubecart Cubecart 5.2.13 All All All
Application Cubecart Cubecart 5.2.14 All All All
Application Cubecart Cubecart 5.2.15 All All All
Application Cubecart Cubecart 6.0.0 All All All
Application Cubecart Cubecart 6.0.1 All All All
Application Cubecart Cubecart 6.0.2 All All All
Application Cubecart Cubecart 6.0.3 All All All
Application Cubecart Cubecart 6.0.4 All All All
Application Cubecart Cubecart 6.0.5 All All All
Application Cubecart Cubecart 6.0.6 All All All
Application Cubecart Cubecart 5.2.12 All All All
Application Cubecart Cubecart 5.2.13 All All All
Application Cubecart Cubecart 5.2.14 All All All
Application Cubecart Cubecart 5.2.15 All All All
Application Cubecart Cubecart 6.0.0 All All All
Application Cubecart Cubecart 6.0.1 All All All
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Application Cubecart Cubecart 6.0.2 All All All
Application Cubecart Cubecart 6.0.3 All All All
Application Cubecart Cubecart 6.0.4 All All All
Application Cubecart Cubecart 6.0.5 All All All
Application Cubecart Cubecart 6.0.6 All All All
Reference

CubeCart 6.0.6 Administrative Bypass = Packet Storm

Full Disclosure: CubeCart 6.0.6 > 5.2.12 admin hijacking vulnerability

CubeCart Input Validation Flaw in 'classes/admin.class.php' Lets Remote Users Hijack the Target Administrative Users's Account - SecurityTr:
Critical Security Issue: Admin account hijack - News & Announcements - CubeCart Forums

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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