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Summary

CVE CVE-2015-6937

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-19 10:59:00 UTC

Updated 2018-10-17 01:29:00 UTC

Description The __rds_conn_create function in net/rds/connection.c in the Linux kernel through 4.2.3 allows local users to cause a denial of service (NULL pointer dereference and system crash) or possibly have unspecified other impact by using a socket that was not properly bound.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Linux Linux Kernel All All All All
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Linux Kernel CVE-2015-6937 Null Pointer Deference Denial of Service Vulnerability BID

Debian -- Security Information -- DSA-3364-1 linux DEBIAN
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RDS: verify the underlying transport exists before creating a connection · torvalds/linux@74e98eb · GitHub CONFIRM

oss-security - CVE-2015-6937 - Linux kernel - NULL pointer dereference in net/rds/connection.c MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

http://lists.fedoraproject.org/pipermail/package-announce/2015-October/168447.html
http://lists.opensuse.org/opensuse-security-announce/2016-02/msg00021.html
https://bugzilla.redhat.com/show_bug.cgi?id=1263139
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=74e98eb085889b0d2d4908f59f6e00026063014f
http://lists.opensuse.org/opensuse-security-announce/2016-02/msg00019.html
http://lists.opensuse.org/opensuse-security-announce/2016-02/msg00018.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-September/167358.html
http://lists.opensuse.org/opensuse-security-announce/2016-02/msg00022.html
http://www.ubuntu.com/usn/USN-2777-1
http://www.securityfocus.com/bid/76767
http://www.debian.org/security/2015/dsa-3364
http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00035.html
http://lists.opensuse.org/opensuse-security-announce/2016-02/msg00017.html
http://lists.opensuse.org/opensuse-security-announce/2016-08/msg00038.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00026.html
http://www.ubuntu.com/usn/USN-2774-1
http://www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-2719645.html
http://www.securitytracker.com/id/1034453
http://lists.opensuse.org/opensuse-security-announce/2016-02/msg00009.html
http://lists.opensuse.org/opensuse-security-announce/2016-02/msg00034.html
http://lists.opensuse.org/opensuse-security-announce/2015-10/msg00009.html
http://lists.opensuse.org/opensuse-updates/2015-12/msg00039.html
http://lists.opensuse.org/opensuse-security-announce/2016-02/msg00007.html
http://www.oracle.com/technetwork/security-advisory/cpuoct2018-4428296.html
https://github.com/torvalds/linux/commit/74e98eb085889b0d2d4908f59f6e00026063014f
http://www.openwall.com/lists/oss-security/2015/09/14/3
https://www.cve.org/CVERecord?id=CVE-2015-6937
https://nvd.nist.gov/vuln/detail/CVE-2015-6937
https://cve.report/


completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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