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AVNACMAUNCNIPIAN Certain versions of Firefox from Mozilla contain the following

vulnerability:

The Add-on SDK in Mozilla Firefox before 42.0 misinterprets a "script:
false" panel setting, which makes it easier for remote attackers to
conduct cross-site scripting (XSS) attacks via inline JavaScript code
that is executed within a third-party extension.

CVE-2015-7187 has been assigned by [ij] security@mozilla.org to track the vulnerability

CVSS2 Score: 4.3-MEDIUM
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Oracle Solaris Bulletin - April 2016

Mozilla Firefox Multiple Flaws Let Remote Users
Execute Arbitrary Code, Obtain Potentially
Sensitive Information, Bypass Security
Restrictions, and Conduct Cross-Site Scripting
Attacks - Security Tracker

Mozilla Products: Multiple vulnerabilities (GLSA
201512-10) — Gentoo Security

1195735 - (CVE-2015-7187) To disable JS, set {
script: false } when creating the panel, but inline
JS is still executing
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[security-announce] openSUSE-SU-2015:1942-1: 9 SUSE openSUSE-SU-2015:1942
important: Security update

Disabling scripts in Add-on SDK panels has no [ CONFIRM
effect — Mozilla www.mozilla.org/security/announce/2015/mfsa2015-121.html
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USN-2785-1: Firefox vulnerabilities | Ubuntu

® UBUNTU USN-2785-1

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

dkakLk kKR KLk,

cpe:2.3:a:mozilla:firefox:*:*:*:**:**::

No vendor comments have been submitted for this CVE
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