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Summary

CVE CVE-2015-7194

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-11-05 05:59:00 UTC

Updated 2016-12-07 18:23:00 UTC

Description Buffer underflow in libjar in Mozilla Firefox before 42.0 and Firefox ESR 38.x before 38.4 allows remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via a crafted ZIP archive.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr 38.0 All All All

Application Mozilla Firefox Esr 38.0.1 All All All

Application Mozilla Firefox Esr 38.0.5 All All All

Application Mozilla Firefox Esr 38.1.0 All All All

Application Mozilla Firefox Esr 38.1.1 All All All

Application Mozilla Firefox Esr 38.2.0 All All All

Application Mozilla Firefox Esr 38.2.1 All All All

Application Mozilla Firefox Esr 38.3.0 All All All

Application Mozilla Firefox Esr 38.0 All All All

Application Mozilla Firefox Esr 38.0.1 All All All

Application Mozilla Firefox Esr 38.0.5 All All All

Application Mozilla Firefox Esr 38.1.0 All All All

Application Mozilla Firefox Esr 38.1.1 All All All

Application Mozilla Firefox Esr 38.2.0 All All All

Application Mozilla Firefox Esr 38.2.1 All All All

Application Mozilla Firefox Esr 38.3.0 All All All
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Application Mozilla Firefox Esr 38.3.0 All All All

References

Reference

Oracle Solaris Bulletin - April 2016

[security-announce] SUSE-SU-2015:1978-1: important: Security update for

openSUSE-SU-2015:2245-1: moderate: Security update for Mozilla Thunderbi

openSUSE-SU-2015:2229-1: moderate: Security update for MozillaThunderbir

[security-announce] SUSE-SU-2015:1981-1: important: Security update for

[security-announce] SUSE-SU-2015:1926-1: important: Security update for

Debian -- Security Information -- DSA-3393-1 iceweasel

USN-2819-1: Thunderbird vulnerabilities | Ubuntu

Red Hat Customer Portal

Debian -- Security Information -- DSA-3410-1 icedove

Memory corruption in libjar through zip files — Mozilla

Oracle Linux Bulletin - October 2015

Access Denied

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Obtain Potentially Sensitive Information, Bypass Security Restrictions, and Conduct Cross-Site Scripting Attacks - SecurityTracker

Mozilla Products: Multiple vulnerabilities (GLSA 201512-10) — Gentoo Security

[security-announce] openSUSE-SU-2015:1942-1: important: Security update

[security-announce] SUSE-SU-2015:2081-1: important: Security update for

Mozilla Firefox Multiple Security Vulnerabilities

USN-2785-1: Firefox vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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