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CVE CVE-2015-7197
State PUBLISHED
Assigner mozilla

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-11-05 05:59:21 UTC
Updated 2026-05-06 22:30:45 UTC
Description Mozilla Firefox before 42.0 and Firefox ESR 38.x before 38.4 improperly control the ability of a web worker to create a Web

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:P/A:N

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 38.0 All All All


https://cve.report/
https://cve.report/CVE-2015-7197/mitre
https://cve.report/CVE-2015-7197/nist
https://cve.report/CVE-2015-7197/cve_org
https://cve.report/api/cve/CVE-2015-7197.json
https://cve.report/CVE-2015-7197.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox

Application Mozilla Firefox 38.0.1 All All All
Application Mozilla Firefox 38.0.5 All All All
Application Mozilla Firefox 38.1.0 All All All
Application Mozilla Firefox 38.1.1 All All All
Application Mozilla Firefox 38.2.0 All All All
Application Mozilla Firefox 38.2.1 All All All
Application Mozilla Firefox 38.3.0 All All All
Application Mozilla Firefox All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

[security-announce] SUSE-SU-2015:1978-1: important: Security update for

Mozilla Firefox Multiple Security Vulnerabilities

Mixed content WebSocket policy bypass through workers — Mozilla

[security-announce] openSUSE-SU-2015:1942-1: important: Security update

1204269 - (CVE-2015-7197) WebSocket secure requirements can be bypassed in a worker
Red Hat Customer Portal

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Obtain Potentially Sensitive Information, Bypass Security Restriction
[security-announce] SUSE-SU-2015:1926-1: important: Security update for

Debian -- Security Information -- DSA-3393-1 iceweasel

openSUSE-SU-2015:2245-1: moderate: Security update for Mozilla Thunderbi
USN-2785-1: Firefox vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-3410-1 icedove

Red Hat Customer Portal

[security-announce] SUSE-SU-2015:2081-1: important: Security update for
openSUSE-SU-2015:2229-1: moderate: Security update for MozillaThunderbir

Oracle Linux Bulletin - October 2015

[security-announce] SUSE-SU-2015:1981-1: important: Security update for

USN-2819-1: Thunderbird vulnerabilities | Ubuntu

Mozilla Products: Multiple vulnerabilities (GLSA 201512-10) — Gentoo Security

Oracle Solaris Bulletin - April 2016
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http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00020.html
http://www.securityfocus.com/bid/77411
http://www.mozilla.org/security/announce/2015/mfsa2015-132.html
http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00015.html
https://bugzilla.mozilla.org/show_bug.cgi?id=1204269
http://rhn.redhat.com/errata/RHSA-2015-1982.html
http://www.securitytracker.com/id/1034069
http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00013.html
http://www.debian.org/security/2015/dsa-3393
http://lists.opensuse.org/opensuse-updates/2015-12/msg00049.html
http://www.ubuntu.com/usn/USN-2785-1
http://www.debian.org/security/2015/dsa-3410
http://rhn.redhat.com/errata/RHSA-2015-2519.html
http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00025.html
http://lists.opensuse.org/opensuse-updates/2015-12/msg00037.html
http://www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-2719645.html
http://lists.opensuse.org/opensuse-security-announce/2015-11/msg00021.html
http://www.ubuntu.com/usn/USN-2819-1
https://security.gentoo.org/glsa/201512-10
http://www.oracle.com/technetwork/topics/security/bulletinapr2016-2952098.html
https://www.cve.org/CVERecord?id=CVE-2015-7197

INVD vulrierdoliity aeian

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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