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CVE-2015-7201

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCICAC Certain versions of Fedora from Fedoraproject contain the following
’ vulnerability:

Multiple unspecified vulnerabilities in the browser engine in Mozilla
Firefox before 43.0 and Firefox ESR 38.x before 38.5 allow remote
attackers to cause a denial of service (memory corruption and
application crash) or possibly execute arbitrary code via unknown
vectors.

CVE-2015-7201 has been assigned by [ij] security@mozilla.org to track the vulnerability

CVSS2 Score: 10- HIGH

Mozilla Firefox Multiple Flaws Let Remote ) SECTRACK 1034426

Access Access Authentication
Vector Complexity
Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
Description Tags Link
openSUSE-SU-2015:2353-1: moderate: 9 SUSE openSUSE-SU-2015:2353
Security update for MozillaFirefox
[security-announce] SUSE-SU-2015:2336- 9 SUSE SUSE-SU-2015:2336
Users Execute Arbitrary Code, Obtain

Potentially Sensitive Information, Bypass
Same-Origin Policy, and Cause Denial of

I
1: important: Security update for
Service Conditions - SecurityTracker

1203135 - crash in link_shaders 2y CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=1203135



https://cve.report/
https://cve.report/CVE-2015-7201/mitre
https://cve.report/CVE-2015-7201/nist
https://cve.report/CVE-2015-7201/cve_org
https://cve.report/CVE-2015-7201.pdf
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-updates/2015-12/msg00104.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00023.html
http://www.securitytracker.com/id/1034426
https://bugzilla.mozilla.org/show_bug.cgi?id=1203135

|SECURITY] Fedora 23 Update: firetox- lists.fedoraproject.org g FEDORA FEDORA-2015-51b1105902
43.0-1.fc23 text/html

openSUSE-SU-2016:0308-1: moderate: lists.opensuse.org 9 SUSE openSUSE-SU-2016:0308
Security update for Seamonkey text/html
Debian -- Security Information -- DSA- www.debian.org (© DEBIAN DSA-3432
3432-1 icedove Depreciated Link

text/html
[security-announce] openSUSE-SU- lists.opensuse.org 9 SUSE openSUSE-SU-2015:2380
2015:2380-1: important: Security update text/html

USN-2859-1: Thunderbird vulnerabilities | ® UBUNTU USN-2859-1

Ubuntu text/html
Debian -- Security Information -- DSA- www.debian.org (© DEBIAN DSA-3422
3422-1 iceweasel Depreciated Link
text/html
[security-announce] SUSE-SU-2015:2335- lists.opensuse.org 9 SUSE SUSE-SU-2015:2335
1: important: Security update for text/html
Mozilla Firefox Multiple Security cve.report (archive) ) BID 79279
Vulnerabilities text/html

Oracle Linux Bulletin - October 2015 www.oracle.com O CONFIRM
text/html www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-
2719645.html

Oracle Linux Bulletin - January 2016 www.oracle.com O CONFIRM
] www.oracle.com/technetwork/topics/security/linuxbulletinjan2016-
2867209.html

[security-announce] SUSE-SU-2015:2334- lists.opensuse.org 9 SUSE SUSE-SU-2015:2334

1: important: Security update for text/html

Mozilla Products: Multiple vulnerabilities security.gentoo.org E3J GENTOO GLSA-201512-10

(GLSA 201512-10) — Gentoo Security text/html

openSUSE-SU-2016:0307-1: moderate: lists.opensuse.org 9 SUSE openSUSE-SU-2016:0307

Security update for seamonkey text/html

[SECURITY] Fedora 22 Update: firefox- lists.fedoraproject.org %@ FEDORA FEDORA-2015-7ab3d3afcf

43.0-1.fc22 text/html

Miscellaneous memory safety hazards Vendor Advisory i CONFIRM

(rv:43.0 / rv:38.5) — Mozilla www.mozilla.org www.mozilla.org/security/announce/2015/mfsa2015-134.html
text/html

[security-announce] openSUSE-SU- lists.opensuse.org 9 SUSE openSUSE-SU-2015:2406

2015:2406-1: important: Security update text/html

1224100 - "Conditional jump or move bugzilla.mozilla.org 23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=1224100

depends on uninitialised value(s)" at text/html

imgFrame::Optimize

1225250 - «failed assertion "fPixelRef- bugzilla.mozilla.org 2) CONFIRM bugzilla.mozilla.org/show_bug.cgi?id=1225250
>rowBytes() == fRowBytes"» with canvas, text/html
shadow, drawlmage(HTMLVideoElement)

USN-2833-1: Firefox vulnerabilities |
Ubuntu text/html

@® UBUNTU USN-2833-1

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2015:2657
text/html

Inactive Link™ Not Archived
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http://lists.fedoraproject.org/pipermail/package-announce/2015-December/174083.html
http://lists.opensuse.org/opensuse-updates/2016-02/msg00008.html
http://www.debian.org/security/2016/dsa-3432
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00038.html
http://www.ubuntu.com/usn/USN-2859-1
http://www.debian.org/security/2015/dsa-3422
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00022.html
http://cve.report/bid/79279
http://www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-2719645.html
http://www.oracle.com/technetwork/topics/security/linuxbulletinjan2016-2867209.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00021.html
https://security.gentoo.org/glsa/201512-10
http://lists.opensuse.org/opensuse-updates/2016-02/msg00007.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-December/174253.html
http://www.mozilla.org/security/announce/2015/mfsa2015-134.html
http://lists.opensuse.org/opensuse-security-announce/2015-12/msg00049.html
https://bugzilla.mozilla.org/show_bug.cgi?id=1224100
https://bugzilla.mozilla.org/show_bug.cgi?id=1225250
http://www.ubuntu.com/usn/USN-2833-1
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-2657.html
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Fedoraproject Fedora 22 All All All
System

Operating Fedoraproject Fedora 23 All All All
System

Operating Fedoraproject Fedora 22 All All All
System

Operating Fedoraproject Fedora 23 All All All
System

Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr 38.0 All All All
Application Mozilla Firefox Esr 38.0.1 All All All
Application Mozilla Firefox Esr 38.0.5 All All All
Application Mozilla Firefox Esr 38.1.0 All All All
Application Mozilla Firefox Esr 38.1.1 All All All
Application Mozilla Firefox Esr 38.2.0 All All All
Application Mozilla Firefox Esr 38.2.1 All All All
Application Mozilla Firefox Esr 38.3.0 All All All
Application Mozilla Firefox Esr 38.4.0 All All All
Application Mozilla Firefox Esr 38.0 All All All
Application Mozilla Firefox Esr 38.0.1 All All All
Application Mozilla Firefox Esr 38.0.5 All All All
Application Mozilla Firefox Esr 38.1.0 All All All
Application Mozilla Firefox Esr 38.1.1 All All All
Application Mozilla Firefox Esr 38.2.0 All All All
Application Mozilla Firefox Esr 38.2.1 All All All
Application Mozilla Firefox Esr 38.3.0 All All All
Application Mozilla Firefox Esr 38.4.0 All All All
Operating Opensuse Leap 421 All All All
System

Operating Opensuse Leap 42.1 All All All

System
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http://cve.report/vendor/opensuse
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http://cve.report/vendor/opensuse
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Operating
System

Operating
System

Operating
System

Operating
System

cpe:2.3:0:fedoraproject:fedora:23

cpe:2.3:a:mozilla:firefox

cpe:2.3:a:mozilla:firefox_esr:38.0

cpe:2.3:a:mozilla:firefox_esr:38.0.1

cpe:2.3:a:mozilla:firefox_esr:38.0.5

cpe:2.3:a:mozilla:firefox_esr:38.1.0:*:*:*: "™

cpe:2.3:a:mozilla:firefox_esr:38.1.1

cpe:2.3:a:mozilla:firefox_esr:38.2.0

cpe:2.3:a:mozilla:firefox_esr:38.2.1:*: """

cpe:2.3:a:mozilla:firefox_esr:38.3.0

cpe:2.3:a:mozilla:firefox_esr:38.4.0:*:*:*: "

cpe:2.3:a:mozilla:firefox_esr:38.0

cpe:2.3:a:mozilla:firefox_esr:38.0.

cpe:2.3:a:mozilla:firefox_esr:38.0.5:*:* """

cpe:2.3:a:mozilla:firefox_esr:38.1.0

cpe:2.3:a:mozilla:firefox_esr:38.1.1:* "

cpe:2.3:a:mozilla:firefox_esr:38.2.0

cpe:2.3:a:mozilla:firefox_esr:38.2.1:* % " *:*:

cpe:2.3:a:mozilla:firefox_esr:38.3.0:*:*: " :*:*:

cpe:2.3:a:mozilla:firefox_esr:38.4.0

Opensuse

Opensuse

Opensuse

Opensuse

dkak kR kR kK,

Opensuse

Opensuse

Opensuse

Opensuse

13.1

13.2

13.1

13.2

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse

cpe:2.3:0:0pensuse:leap:42.1:*:
cpe:2.3:0:0pensuse:leap:42.1:*:
cpe:2.3:0:0pensuse:opensuse:13.1:
cpe:2.3:0:0pensuse:opensuse:13.2:*:
cpe:2.3:0:0pensuse:opensuse:13.1:

cpe:2.3:0:0pensuse:opensuse:13.2:*

No vendor comments have been submitted for this CVE
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