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Summary

CVE CVE-2015-7210

State PUBLISHED

Assigner mozilla

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-16 11:59:08 UTC

Updated 2026-05-06 22:30:45 UTC

Description Use-after-free vulnerability in Mozilla Firefox before 43.0 and Firefox ESR 38.x before 38.5 allows remote attackers to execute arbitrary code by triggering attempted use of a data channel that has been closed by a WebRTC function.

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 22 All All All

Operating System Fedoraproject Fedora 23 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial
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Operating System Fedoraproject Fedora 23 All All All

Application Mozilla Firefox 38.0 All All All

Application Mozilla Firefox 38.0.1 All All All

Application Mozilla Firefox 38.0.5 All All All

Application Mozilla Firefox 38.1.0 All All All

Application Mozilla Firefox 38.1.1 All All All

Application Mozilla Firefox 38.2.0 All All All

Application Mozilla Firefox 38.2.1 All All All

Application Mozilla Firefox 38.3.0 All All All

Application Mozilla Firefox 38.4.0 All All All

Application Mozilla Firefox All All All All

Operating System Opensuse Leap 42.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

[security-announce] SUSE-SU-2015:2336-1: important: Security update for

[SECURITY] Fedora 22 Update: firefox-43.0-1.fc22

WebRTC CVE-2015-7210 Use After Free Denial of Service Vulnerability

openSUSE-SU-2015:2353-1: moderate: Security update for MozillaFirefox

openSUSE-SU-2016:0308-1: moderate: Security update for Seamonkey

[security-announce] SUSE-SU-2015:2334-1: important: Security update for

Red Hat Customer Portal

[SECURITY] Fedora 23 Update: firefox-43.0-1.fc23

[security-announce] openSUSE-SU-2015:2406-1: important: Security update

Use-after-free in WebRTC when datachannel is used after being destroyed — Mozilla

openSUSE-SU-2016:0307-1: moderate: Security update for seamonkey

USN-2833-1: Firefox vulnerabilities | Ubuntu

1218326 – (CVE-2015-7210) UAF due to DataChannelConnection not Destroy()ed before deletion

Debian -- Security Information -- DSA-3422-1 iceweasel

[security-announce] openSUSE-SU-2015:2380-1: important: Security update

Oracle Linux Bulletin - October 2015
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Oracle Linux Bulletin - October 2015

Mozilla Products: Multiple vulnerabilities (GLSA 201512-10) — Gentoo Security

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code, Obtain Potentially Sensitive Information, Bypass Same-Origin Policy, and Cause Denial of Service Conditions - SecurityTracker

[security-announce] SUSE-SU-2015:2335-1: important: Security update for

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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