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AUNACUAUNCPILPIAP Certain versions of Netweaver J2ee Engine from Sap contain the
’ following vulnerability:

SQL injection vulnerability in the BP_FIND_JOBS_WITH_PROGRAM
function module in SAP NetWeaver J2EE Engine 7.40 allows remote
attackers to execute arbitrary SQL commands via unspecified vectors.

CVE-2015-7239 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
SecurityFocus ) BUGTRAQ 20151214 [ERPSCAN-15-021] SAP
NetWeaver 7.4 - SQL Injection vulnerability

SAP NetWeaver J2EE Engine 7.40 SQL Injection = [B8 MISC packetstormsecurity.com/files/134801/SAP-

Packet Storm NetWeaver-J2EE-Engine-7.40-SQL-Injection.html

Full Disclosure: [ERPSCAN-15-021] SAP E FULLDISC 20151216 [ERPSCAN-15-021] SAP

NetWeaver 7.4 - SQL Injection vulnerability NetWeaver 7.4 - SQL Injection vulnerability

[ERPSCAN-15-021] SAP NetWeaver - SQL ) MISC erpscan.io/advisories/erpscan-15-021-sap-

Injection text/html netweaver-7-4-bp_find_jobs_with_program-sql-injection/
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
Type Vendor Product Version Update Edition Language
Application Sap Netweaver J2ee Engine 7.40 All All All

Application Sap Netweaver J2ee Engine 7.40 All All All

cpe:2.3:a:sap:netweaver_j2ee_engine:7.40:

cpe:2.3:a:sap:netweaver_j2ee_engine:7.40:*

No vendor comments have been submitted for this CVE
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