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Summary

CVE CVE-2015-7249

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-30 05:59:00 UTC

Updated 2017-09-13 01:29:00 UTC

Description ZTE ZXHN H108N R1A devices before ZTE.bhs.ZXHNH108NR1A.k_PE allow remote authenticated users to bypass intended access restrictions via a modified request, as demonstrated by leveraging the support account to change a password via a cgi-bin/webproc accountpsd action.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zte Zxhn H108n R1a All All All All

Hardware Zte Zxhn H108n R1a All All All All

Operating System Zte Zxhn H108n R1a Firmware All All All All

References

Reference Source Link

ZTE Corporation Information for VU#391604 CONFIRM www.kb.cert.org

Vulnerability Note VU#391604 - ZTE ZXHN H108N R1A routers contain multiple vulnerabilities CERT-VN www.kb.cert.org

ZTE ZXHN H108N R1A Routers Multiple Security Vulnerabilities BID www.securityfocus.com

ZTE ZXHN H108N R1A / ZXV10 W300 Routers - Multiple Vulnerabilities - Hardware webapps Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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