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ZyXEL NWA1100-N, NWA1100-NH, NWA1121-NI, NWA1123-AC, and NWA1123-NI access points; P-660HN-51, P-663HN
| 1|

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System

Hardware

Vendor Product Version Update Edition Language
Zyxel C1000z - All All All
Zyxel C1000z - All All All
Zyxel C1000z Firmware - All All All
Zyxel C1000z Firmware - All All All
Zyxel Fr1000z - All All All
Zyxel Fr1000z - All All All
Zyxel Fr1000z Firmware - All All All
Zyxel Fr1000z Firmware - All All All
Zyxel Gs1900-24 - All All All
Zyxel Gs1900-24 - All All All
Zyxel Gs1900-24 Firmware - All All All
Zyxel Gs1900-24 Firmware - All All All
Zyxel Gs1900-8 - All All All
Zyxel Gs1900-8 - All All All
Zyxel Gs1900-8 Firmware - All All All
Zyxel Gs1900-8 Firmware - All All All

Zyxel Nwa1100-n - All All All
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Nwa1100-n
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Nwa1100-nh Firmware
Nwa1100-nh Firmware
Nwa1100-n Firmware
Nwa1100-n Firmware
Nwail121-ni
Nwa1121-ni
Nwa1121-ni Firmware
Nwa1121-ni Firmware
Nwa1123-ac
Nwai1123-ac
Nwa1123-ac Firmware
Nwa1123-ac Firmware
Nwa1123-ni
Nwa1123-ni
Nwa1123-ni Firmware
Nwa1123-ni Firmware
P-660hn-51
P-660hn-51
P-660hn-51 Firmware
P-660hn-51 Firmware
P-663hn-51
P-663hn-51
P-663hn-51 Firmware
P-663hn-51 Firmware
P8702n

P8702n

P8702n Firmware
P8702n Firmware
Pmg5318-b20a
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Pmg5318-b20a Firmware
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Operating System Zyxel Vmg8324-b10a Firmware - All All All
Hardware Zyxel Vmg8924-b10a - All All All
Hardware Zyxel Vmg8924-b10a - All All All
Operating System Zyxel Vmg8924-b10a Firmware - All All All
Operating System Zyxel Vmg8924-b10a Firmware - All All All
Hardware Zyxel Vmg8924-b30a - All All All
Hardware Zyxel Vmg8924-b30a - All All All
Operating System Zyxel Vmg8924-b30a Firmware - All All All
Operating System Zyxel Vmg8924-b30a Firmware - All All All
Hardware Zyxel Vsg1435-b101 - All All All
Hardware Zyxel Vsg1435-b101 - All All All
Operating System Zyxel Vsg1435-b101 Firmware - All All All
Operating System Zyxel Vsg1435-b101 Firmware - All All All
Reference Source Link Tags
ZyXEL to Fix SSH Private Key and Certificate Vulnerability | ZyXEL CONFIRM  www.zyxel.com  Vendor Advisory

VU#566724 - Embedded devices use non-unique X.509 certificates and SSH host keys CERT-VN  www.kb.cert.org Third Party Advison

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
1] SRR

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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