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CVE CVE-2015-7257
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2017-08-24 20:29:00 UTC
Updated 2017-08-29 16:17:00 UTC

Description ZTE ADSL ZXV10 W300 modems W300V2.1.0f_ER7_PE_O57 and W300V2.1.0h_ER7_PE_O57 allow remote authenticat
1|

/ |

Risk And Classification

Problem Types: CWE-640

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zte Zxv10 W300 - All All All

Hardware Zte Zxv10 W300 - All All All

Operating System Zte Zxv10 W300 Firmware w300v2.1.0f_er7_pe_057 All All All

Operating System Zte Zxv10 W300 Firmware w300v2.1.0h_er7_pe_o057 All All All

Operating System Zte Zxv10 W300 Firmware w300v2.1.0f_er7_pe_057 All All All

Operating System Zte Zxv10 W300 Firmware w300v2.1.0h_er7_pe_o057 All All All
References |

Reference Source Link Tags

ZTE ADSL ZXV10 W300 Modems - Multiple Vulnerabilities - Hardware webapps Exploit EXPLOIT-DB  www.exploit-db.com Third P

ZTE ADSL ZXV10 W300 Authorization / Disclosure / Backdoor =~ Packet Storm MISC packetstormsecurity.com  Third P

Full Disclosure: ZTE ADSL modems - Multiple vulnerabilities FULLDISC seclists.org Mailing

ZTE ADSL Authorization Bypass / Information Disclosure ~ Packet Storm MISC packetstormsecurity.com  Third P

CVE Program record CVE.ORG WWWw.cve.org canonic

NVD vulnerability detail NVD nvd.nist.gov canonic

q |

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2015-7257/mitre
https://cve.report/CVE-2015-7257/nist
https://cve.report/CVE-2015-7257/cve_org
https://cve.report/CVE-2015-7257.pdf
http://cve.report/vendor/zte
http://cve.report/software/zte/zxv10_w300
http://cve.report/vendor/zte
http://cve.report/software/zte/zxv10_w300
http://cve.report/vendor/zte
http://cve.report/software/zte/zxv10_w300_firmware
http://cve.report/vendor/zte
http://cve.report/software/zte/zxv10_w300_firmware
http://cve.report/vendor/zte
http://cve.report/software/zte/zxv10_w300_firmware
http://cve.report/vendor/zte
http://cve.report/software/zte/zxv10_w300_firmware
https://www.exploit-db.com/exploits/38772/
http://packetstormsecurity.com/files/134493/ZTE-ADSL-ZXV10-W300-Authorization-Disclosure-Backdoor.html
http://seclists.org/fulldisclosure/2015/Nov/48
http://packetstormsecurity.com/files/134336/ZTE-ADSL-Authorization-Bypass-Information-Disclosure.html
https://www.cve.org/CVERecord?id=CVE-2015-7257
https://nvd.nist.gov/vuln/detail/CVE-2015-7257

There are currently no legacy QID mappings associated with this CVE.
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