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CVE CVE-2015-7284
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-12-31 05:59:00 UTC
Updated 2016-12-07 18:23:00 UTC

Description Cross-site request forgery (CSRF) vulnerability on ZyXEL NBG-418N devices with firmware 1.00(AADZ.3)CO0 allows remote
i
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Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Zyxel Nbg-418n All All All All
Hardware Zyxel Nbg-418n All All All All
Operating System Zyxel Nbg-418n Firmware 1.00(aadz.3)c0 All Al Al
Operating System Zyxel Nbg-418n Firmware 1.00\(aadz.3\)c0 All All All
Operating System Zyxel Nbg-418n Firmware 1.00\(aadz.3\)c0 All Al Al
Reference

ZyXEL NBG-418N Router Insecure Default Password and Cross Site Request Forgery vulnerabilities

Vulnerability Note VU#330000 - ZyXEL NBG-418N router uses default credentials and is vulnerable to cross-site request forgery

ZyXEL NBG-418N Wireless Router Bugs Let Remote Users Conduct Cross-Site Request Forgery Attacks and Gain Administrative Access - S
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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