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Summary

CVE CVE-2015-7289

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-11-21 11:59:00 UTC

Updated 2015-11-23 16:54:00 UTC

Description Arris DG860A, TG862A, and TG862G devices with firmware TS0703128_100611 through TS0705125D_031115 have a hardcoded administrator password derived from a serial number, which makes it easier for remote attackers to obtain access via the web management interface, SSH, TELNET, or SNMP.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Arris Dg860a All All All All

Hardware Arris Dg860a All All All All

Operating System Arris Na Model 862 Gw Mono Firmware ts0703128_100611 All All All

Operating System Arris Na Model 862 Gw Mono Firmware ts0703135_112211 All All All

Operating System Arris Na Model 862 Gw Mono Firmware ts0705125d_031115 All All All

Operating System Arris Na Model 862 Gw Mono Firmware ts0705125_062314 All All All

Operating System Arris Na Model 862 Gw Mono Firmware ts070593c_073013 All All All

Operating System Arris Na Model 862 Gw Mono Firmware ts0703128_100611 All All All

Operating System Arris Na Model 862 Gw Mono Firmware ts0703135_112211 All All All

Operating System Arris Na Model 862 Gw Mono Firmware ts0705125d_031115 All All All

Operating System Arris Na Model 862 Gw Mono Firmware ts0705125_062314 All All All

Operating System Arris Na Model 862 Gw Mono Firmware ts070593c_073013 All All All

Hardware Arris Tg862a All All All All

Hardware Arris Tg862a All All All All

Hardware Arris Tg862g All All All All

Hardware Arris Tg862g All All All All
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References

Reference Source

Vulnerability Note VU#419568 - ARRIS cable modems generate passwords deterministically and contain XSS and CSRF vulnerabilities CERT-VN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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