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CVE CVE-2015-7294

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-06 21:29:00 UTC

Updated 2020-03-09 18:39:00 UTC

Description ldapauth-fork before 2.3.3 allows remote attackers to perform LDAP injection attacks via a crafted username.

Risk And Classification

Problem Types: CWE-90

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Ldapauth-fork Project Ldapauth-fork All
Application Ldapauth-fork Project Ldapauth-fork All

References

Update Edition Language
All All All
All All All

Reference

Sanitize user input - vesse/node-ldapauth-fork@3feea43 - GitHub
Vulnerable to Idap injection - Issue #21 - vesse/node-ldapauth-fork - GitHub
CVE Program record

NVD vulnerability detail

«

oss-security - Re: CVE request - Idapauth-fork versions < 2.3.3 are vulnerable to Idap injection.

oss-security - Re: CVE request - Idapauth-fork versions < 2.3.3 are vulnerable to Idap injection.

Source Link
MLIST www.openwall.com
MLIST www.openwall.com

CONFIRM  github.com
CONFIRM  github.com
CVE.ORG www.cve.org

NVD nvd.nist.gov
|

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Tags

Mailing L
Mailing L
Patch, Tt
Third Pai
canonica

canonica

|

980718 Nodejs (npm) Security Update for Idapauth (GHSA-82mg-x548-9gq3))
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