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Summary

CVE CVE-2015-7337

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-09-29 19:59:00 UTC

Updated 2016-12-07 18:23:00 UTC

Description The editor in IPython Notebook before 3.2.2 and Jupyter Notebook 4.0.x before 4.0.5 allows remote attackers to execute arbitrary JavaScript code via a crafted file, which triggers a redirect to files/, related to MIME types.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ipython Notebook All All All All

Application Jupyter Notebook 4.0.0 All All All

Application Jupyter Notebook 4.0.1 All All All

Application Jupyter Notebook 4.0.2 All All All

Application Jupyter Notebook 4.0.3 All All All

Application Jupyter Notebook 4.0.4 All All All

Application Jupyter Notebook 4.0.0 All All All

Application Jupyter Notebook 4.0.1 All All All

Application Jupyter Notebook 4.0.2 All All All

Application Jupyter Notebook 4.0.3 All All All

Application Jupyter Notebook 4.0.4 All All All
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Merge edit-redirect fix into 4.0.x · jupyter/notebook@9e63dd8 · GitHub CONFIRM github.com

IPython: User-assisted execution of arbitrary code (GLSA 201512-02) — Gentoo Security GENTOO security.gentoo.org

Merge edit-redirect fix for 3.x · ipython/ipython@0a8096a · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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