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CVE CVE-2015-7359
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-03 01:29:00 UTC
Updated 2021-06-28 18:20:00 UTC
Description The (1) IsVolumeAccessibleByCurrentUser and (2) MountDevice methods in Ntdriver.c in TrueCrypt 7.0, VeraCrypt before
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ciphershed Ciphershed All All All All
Application Idrix Veracrypt All All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Application Truecrypt Truecrypt 7.0 All All All
Application Truecrypt Truecrypt 7.0 All All All
Application Veracrypt Veracrypt All All All All
Reference

oss-security - CVE Request - TrueCrypt 7.1a and VeraCrypt 1.14 Local Elevation of Privilege

oss-security - Re: CVE Request - TrueCrypt 7.1a and VeraCrypt 1.14 Local Elevation of Privilege

VeraCrypt - Documentation

Issue 537 - google-security-research - Truecrypt 7 Derived Code/Windows: Incorrect Impersonation Token Handling EoP - Google Security Re
Truecrypt 7 Privilege Escalation =~ Packet Storm

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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