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Summary

CVE CVE-2015-7394

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-11-06 18:59:00 UTC

Updated 2019-06-06 15:11:00 UTC

Description The datastor kernel module in F5 BIG-IP Analytics, APM, ASM, Link Controller, and LTM 11.1.0 before 12.0.0, BIG-IP AAM 11.4.0 before 12.0.0, BIG-IP AFM, PEM 11.3.0 before 12.0.0, BIG-IP Edge Gateway, WebAccelerator, and WOM 11.1.0 through 11.3.0, BIG-IP GTM 11.1.0 through 11.6.0, BIG-IP PSM 11.1.0 through 11.4.1, BIG-IQ Cloud and Security 4.0.0 through 4.5.0, BIG-IQ Device 4.2.0 through 4.5.0, BIG-IQ ADC 4.5.0, and Enterprise Manager 3.0.0 through 3.1.1 allows remote authenticated users to cause a denial of service or gain privileges by leveraging permission to upload and execute code.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Access Policy Manager 11.1.0 All All All

Application F5 Big-ip Access Policy Manager 11.2.0 All All All

Application F5 Big-ip Access Policy Manager 11.2.1 All All All

Application F5 Big-ip Access Policy Manager 11.3.0 All All All

Application F5 Big-ip Access Policy Manager 11.4.0 All All All

Application F5 Big-ip Access Policy Manager 11.4.1 All All All

Application F5 Big-ip Access Policy Manager 11.5.0 All All All

Application F5 Big-ip Access Policy Manager 11.5.1 All All All

Application F5 Big-ip Access Policy Manager 11.5.2 All All All

Application F5 Big-ip Access Policy Manager 11.5.3 All All All

Application F5 Big-ip Access Policy Manager 11.6.0 All All All

Application F5 Big-ip Access Policy Manager 11.1.0 All All All

Application F5 Big-ip Access Policy Manager 11.2.0 All All All

Application F5 Big-ip Access Policy Manager 11.2.1 All All All

Application F5 Big-ip Access Policy Manager 11.3.0 All All All

Application F5 Big-ip Access Policy Manager 11.4.0 All All All

Application F5 Big-ip Access Policy Manager 11.4.1 All All All
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Application F5 Big-ip Access Policy Manager 11.4.1 All All All

Application F5 Big-ip Access Policy Manager 11.5.0 All All All

Application F5 Big-ip Access Policy Manager 11.5.1 All All All

Application F5 Big-ip Access Policy Manager 11.5.2 All All All

Application F5 Big-ip Access Policy Manager 11.5.3 All All All

Application F5 Big-ip Access Policy Manager 11.6.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.3.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.2 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.3 All All All

Application F5 Big-ip Advanced Firewall Manager 11.6.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.3.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.4.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.0 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.1 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.2 All All All

Application F5 Big-ip Advanced Firewall Manager 11.5.3 All All All

Application F5 Big-ip Advanced Firewall Manager 11.6.0 All All All

Application F5 Big-ip Analytics 11.1.0 All All All

Application F5 Big-ip Analytics 11.2.0 All All All

Application F5 Big-ip Analytics 11.2.1 All All All

Application F5 Big-ip Analytics 11.3.0 All All All

Application F5 Big-ip Analytics 11.4.0 All All All

Application F5 Big-ip Analytics 11.4.1 All All All

Application F5 Big-ip Analytics 11.5.0 All All All

Application F5 Big-ip Analytics 11.5.1 All All All

Application F5 Big-ip Analytics 11.5.2 All All All

Application F5 Big-ip Analytics 11.5.3 All All All

Application F5 Big-ip Analytics 11.6.0 All All All

Application F5 Big-ip Analytics 11.1.0 All All All

Application F5 Big-ip Analytics 11.2.0 All All All

Application F5 Big-ip Analytics 11.2.1 All All All
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Application F5 Big-ip Analytics 11.3.0 All All All

Application F5 Big-ip Analytics 11.4.0 All All All

Application F5 Big-ip Analytics 11.4.1 All All All

Application F5 Big-ip Analytics 11.5.0 All All All

Application F5 Big-ip Analytics 11.5.1 All All All

Application F5 Big-ip Analytics 11.5.2 All All All

Application F5 Big-ip Analytics 11.5.3 All All All

Application F5 Big-ip Analytics 11.6.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.2 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.3 All All All

Application F5 Big-ip Application Acceleration Manager 11.6.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.4.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.0 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.1 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.2 All All All

Application F5 Big-ip Application Acceleration Manager 11.5.3 All All All

Application F5 Big-ip Application Acceleration Manager 11.6.0 All All All

Application F5 Big-ip Application Security Manager 11.1.0 All All All

Application F5 Big-ip Application Security Manager 11.2.0 All All All

Application F5 Big-ip Application Security Manager 11.2.1 All All All

Application F5 Big-ip Application Security Manager 11.3.0 All All All

Application F5 Big-ip Application Security Manager 11.4.0 All All All

Application F5 Big-ip Application Security Manager 11.4.1 All All All

Application F5 Big-ip Application Security Manager 11.5.0 All All All

Application F5 Big-ip Application Security Manager 11.5.1 All All All

Application F5 Big-ip Application Security Manager 11.5.2 All All All

Application F5 Big-ip Application Security Manager 11.5.3 All All All

Application F5 Big-ip Application Security Manager 11.6.0 All All All

Application F5 Big-ip Application Security Manager 11.1.0 All All All

Application F5 Big-ip Application Security Manager 11.2.0 All All All

Application F5 Big-ip Application Security Manager 11.2.1 All All All
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Application F5 Big-ip Application Security Manager 11.2.1 All All All

Application F5 Big-ip Application Security Manager 11.3.0 All All All

Application F5 Big-ip Application Security Manager 11.4.0 All All All

Application F5 Big-ip Application Security Manager 11.4.1 All All All

Application F5 Big-ip Application Security Manager 11.5.0 All All All

Application F5 Big-ip Application Security Manager 11.5.1 All All All

Application F5 Big-ip Application Security Manager 11.5.2 All All All

Application F5 Big-ip Application Security Manager 11.5.3 All All All

Application F5 Big-ip Application Security Manager 11.6.0 All All All

Application F5 Big-ip Edge Gateway 11.1.0 All All All

Application F5 Big-ip Edge Gateway 11.2.0 All All All

Application F5 Big-ip Edge Gateway 11.2.1 All All All

Application F5 Big-ip Edge Gateway 11.3.0 All All All

Application F5 Big-ip Edge Gateway 11.1.0 All All All

Application F5 Big-ip Edge Gateway 11.2.0 All All All

Application F5 Big-ip Edge Gateway 11.2.1 All All All

Application F5 Big-ip Edge Gateway 11.3.0 All All All

Application F5 Big-ip Enterprise Manager 3.0.0 All All All

Application F5 Big-ip Enterprise Manager 3.1.0 All All All

Application F5 Big-ip Enterprise Manager 3.1.1 All All All

Application F5 Big-ip Enterprise Manager 3.0.0 All All All

Application F5 Big-ip Enterprise Manager 3.1.0 All All All

Application F5 Big-ip Enterprise Manager 3.1.1 All All All

Application F5 Big-ip Global Traffic Manager 11.1.0 All All All

Application F5 Big-ip Global Traffic Manager 11.2.0 All All All

Application F5 Big-ip Global Traffic Manager 11.2.1 All All All

Application F5 Big-ip Global Traffic Manager 11.3.0 All All All

Application F5 Big-ip Global Traffic Manager 11.4.0 All All All

Application F5 Big-ip Global Traffic Manager 11.4.1 All All All

Application F5 Big-ip Global Traffic Manager 11.5.0 All All All

Application F5 Big-ip Global Traffic Manager 11.5.1 All All All

Application F5 Big-ip Global Traffic Manager 11.5.2 All All All

Application F5 Big-ip Global Traffic Manager 11.5.3 All All All

Application F5 Big-ip Global Traffic Manager 11.6.0 All All All

Application F5 Big-ip Global Traffic Manager 11.1.0 All All All

Application F5 Big-ip Global Traffic Manager 11.2.0 All All All

http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_application_security_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_application_security_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_application_security_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_application_security_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_application_security_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_application_security_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_application_security_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_application_security_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_application_security_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_edge_gateway
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_edge_gateway
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_edge_gateway
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_edge_gateway
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_edge_gateway
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_edge_gateway
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_edge_gateway
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_edge_gateway
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_enterprise_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_enterprise_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_enterprise_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_enterprise_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_enterprise_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_enterprise_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_global_traffic_manager


Application F5 Big-ip Global Traffic Manager 11.2.1 All All All

Application F5 Big-ip Global Traffic Manager 11.3.0 All All All

Application F5 Big-ip Global Traffic Manager 11.4.0 All All All

Application F5 Big-ip Global Traffic Manager 11.4.1 All All All

Application F5 Big-ip Global Traffic Manager 11.5.0 All All All

Application F5 Big-ip Global Traffic Manager 11.5.1 All All All

Application F5 Big-ip Global Traffic Manager 11.5.2 All All All

Application F5 Big-ip Global Traffic Manager 11.5.3 All All All

Application F5 Big-ip Global Traffic Manager 11.6.0 All All All

Application F5 Big-ip Link Controller 11.1.0 All All All

Application F5 Big-ip Link Controller 11.2.0 All All All

Application F5 Big-ip Link Controller 11.2.1 All All All

Application F5 Big-ip Link Controller 11.3.0 All All All

Application F5 Big-ip Link Controller 11.4.0 All All All

Application F5 Big-ip Link Controller 11.4.1 All All All

Application F5 Big-ip Link Controller 11.5.0 All All All

Application F5 Big-ip Link Controller 11.5.1 All All All

Application F5 Big-ip Link Controller 11.5.2 All All All

Application F5 Big-ip Link Controller 11.5.3 All All All

Application F5 Big-ip Link Controller 11.6.0 All All All

Application F5 Big-ip Link Controller 11.1.0 All All All

Application F5 Big-ip Link Controller 11.2.0 All All All

Application F5 Big-ip Link Controller 11.2.1 All All All

Application F5 Big-ip Link Controller 11.3.0 All All All

Application F5 Big-ip Link Controller 11.4.0 All All All

Application F5 Big-ip Link Controller 11.4.1 All All All

Application F5 Big-ip Link Controller 11.5.0 All All All

Application F5 Big-ip Link Controller 11.5.1 All All All

Application F5 Big-ip Link Controller 11.5.2 All All All

Application F5 Big-ip Link Controller 11.5.3 All All All

Application F5 Big-ip Link Controller 11.6.0 All All All

Application F5 Big-ip Local Traffic Manager 11.1.0 All All All

Application F5 Big-ip Local Traffic Manager 11.2.0 All All All

Application F5 Big-ip Local Traffic Manager 11.2.1 All All All

Application F5 Big-ip Local Traffic Manager 11.3.0 All All All
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References

Reference

SOL17407 - Datastor kernel vulnerability CVE-2015-7394

F5 BIG-IP Datastor Kernel Bug Lets Remote Authenticated Users Deny Service and Gain Elevated Privileges - SecurityTracker

F5 Enterprise Manager Datastor Kernel Bug Lets Remote Authenticated Users Deny Service and Gain Elevated Privileges - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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