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CVE CVE-2015-7404
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-11-14 03:59:00 UTC
Updated 2015-11-19 17:44:00 UTC
Description IBM Tivoli Storage Manager for Databases: Data Protection for Microsoft SQL Server (aka Spectrum Protect for Databases

/ ]

1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update Editi
Application Ibm Tivoli Storage Flashcopy Manager 2.1.0 All All
Application Ibm Tivoli Storage Flashcopy Manager 2.2.0 All All
Application Ibm Tivoli Storage Flashcopy Manager 2.2.1 All All
Application Ibm Tivoli Storage Flashcopy Manager 3.1.0 All All
Application Ibm Tivoli Storage Flashcopy Manager 3.1.1 All All
Application Ibm Tivoli Storage Flashcopy Manager 3.2.0 All All
Application Ibm Tivoli Storage Flashcopy Manager 3.2.1 All All
Application Ibm Tivoli Storage Flashcopy Manager 4.1.0 All All
Application Ibm Tivoli Storage Flashcopy Manager 4.1.0.1 All All
Application Ibm Tivoli Storage Flashcopy Manager 6.1.3 All All
Application Ibm Tivoli Storage Flashcopy Manager 2.1.0 All All
Application Ibm Tivoli Storage Flashcopy Manager 220 All All
Application Ibm Tivoli Storage Flashcopy Manager 2.2.1 All All
Application Ibm Tivoli Storage Flashcopy Manager 3.1.0 All All
Application Ibm Tivoli Storage Flashcopy Manager 3.1.1 All All
Application Ibm Tivoli Storage Flashcopy Manager 3.2.0 All All
Application Ibm Tivoli Storage Flashcopy Manager 3.21 All All
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Application Iom Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  7.1.1 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  7.1.2.0  All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  7.1.2.1  All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  7.1.3.0  All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 5.5 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  5.5.1 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.1 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  6.1.1 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  6.1.2 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  6.1.3 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.3 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  6.3.1 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.4 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  6.4.1 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 7.1 All All
Application lbom Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  7.1.0.1  All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  7.1.0.2  All All
Application lbom Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  7.1.1 All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  7.1.2.0  All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  7.1.2.1  All All
Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server  7.1.3.0  All All
Operating System  Microsoft Windows All All All
Operating System  Microsoft Windows All All All
< B
Reference

IBM Security Bulletin: Additional Password Disclosure via application tracing in FlashCopy Manager on Windows, Data Protection for Exchang
IBM IT11349: TIVOLI STORAGE MANAGER PASSWORD IS DISPLAYED IN PLAIN TEXT WHEN USING THE CHANGETSMPASSWORD (
CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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