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CVE CVE-2015-7498
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-15 21:59:00 UTC
Updated 2023-02-12 23:15:00 UTC
Description Heap-based buffer overflow in the xmIParseXmlIDecl function in parser.c in libxml2 before 2.9.3 allows context-dependent a
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Hp Icewall Federation Agent 3.0 All All All
Application Hp Icewall Federation Agent 3.0 All All All
Application Hp Icewall File Manager 3.0 All All All
Application Hp Icewall File Manager 3.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
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Operating System Redhat Enterprise Linux Desktop 6.0 All All
Operating System Redhat Enterprise Linux Hpc Node 6.0 All All
Operating System Redhat Enterprise Linux Hpc Node 6.0 All All
Operating System Redhat Enterprise Linux Server 6.0 All All
Operating System Redhat Enterprise Linux Server 6.0 All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All
Application Xmlsoft Libxml2 All All All
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All

All
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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