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Summary

CVE CVE-2015-7516

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-24 20:29:00 UTC

Updated 2017-08-30 11:30:00 UTC

Description ONOS before 1.5.0 when using the ifwd app allows remote attackers to cause a denial of service (NULL pointer dereference and switch disconnect) by sending two Ethernet frames with ether_type Jumbo Frame (0x8870).

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Onosproject Onos All All All All

References

Reference

Security advisories - ONOS - Wiki

ONOS 'packet/impl/PacketManager.java' Remote Denial of Service Vulnerability

[ONOS-3349] Denial of Service: When using the ifwd app, ONOS terminates the connection to the switch that sent it an Ethernet frame with ether_type set to Jumbo Frame(0x8870) - Jira

Gerrit Code Review

oss-security - Re: CVE request: DoS in ONOS when handling jumbo ethernet frames

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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