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State

Assigner
Source Priority
Published
Updated

Description

CVE-2015-7528

PUBLISHED

redhat

CVE Program / NVD first with legacy fallback

2016-04-11 21:59:09 UTC

2026-05-06 22:30:45 UTC

Kubernetes before 1.2.0-alpha.5 allows remote attackers to read arbitrary pod logs via a container name.

Risk And Classification

Version Source
3.0 nvd@nist.gov
2.0 nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Problem Types: CWE-200 | n/a

Type Score Severity
Primary 5.3 MEDIUM
Primary 5

Primary CVSS: v3.0 5.3 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality

Low

ntegrity

\vailability


https://cve.report/
https://cve.report/CVE-2015-7528/mitre
https://cve.report/CVE-2015-7528/nist
https://cve.report/CVE-2015-7528/cve_org
https://cve.report/api/cve/CVE-2015-7528.json
https://cve.report/CVE-2015-7528.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

J B

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:N/A:N

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kubernetes Kubernetes All alpha.4 All All
Application Redhat Openshift 3.0 All All All
Application Redhat Openshift 3.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Sc
Red Hat Customer Portal aft
Red Hat Customer Portal aft
Release Release v1.2.0-alpha.5 - kubernetes/kubernetes - GitHub aft

UPSTREAM: 17886: pod log location must validate container if provided by fabianofranz - Pull Request #6113 - openshift/origin - GitHub  aft

Pod log location must validate container if provided by fabianofranz - Pull Request #17886 - kubernetes/kubernetes - GitHub aft
Red Hat Customer Portal MI
CVE-2015-7528 - Red Hat Customer Portal Ml

1286745 — (CVE-2015-7528) CVE-2015-7528 OpensShift: pod log location must validate container if provided MI



http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/kubernetes
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://rhn.redhat.com/errata/RHSA-2015-2615.html
https://access.redhat.com/errata/RHSA-2015:2544
https://github.com/kubernetes/kubernetes/releases/tag/v1.2.0-alpha.5
https://github.com/openshift/origin/pull/6113
https://github.com/kubernetes/kubernetes/pull/17886
https://access.redhat.com/errata/RHSA-2015:2615
https://access.redhat.com/security/cve/CVE-2015-7528
https://bugzilla.redhat.com/show_bug.cgi?id=1286745

CVE Program record C\

NVD vulnerability detail N\

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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