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CVE-2015-7540

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assanmvnncLrriumsucnan Gertain versions of Ubuntu Linux from Canonical contain the foIIowing
: vulnerability:

The LDAP server in the AD domain controller in Samba 4.x before
4.1.22 does not check return values to ensure successful ASN.1
memory allocation, which allows remote attackers to cause a denial of
service (memory consumption and daemon crash) via crafted packets.

CVE-2015-7540 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

USN-2855-1: Samba vulnerabilities [T ® UBUNTU USN-2855-1

| Ubuntu

Samba: Multiple vulnerabilities £ GENTOO GLSA-201612-47
(GLSA 201612-47) — Gentoo


https://cve.report/
https://cve.report/CVE-2015-7540/mitre
https://cve.report/CVE-2015-7540/nist
https://cve.report/CVE-2015-7540/cve_org
https://cve.report/CVE-2015-7540.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.ubuntu.com/usn/USN-2855-1
https://security.gentoo.org/glsa/201612-47

security

[SECURITY] Fedora 23 Update:
samba-4.3.3-0.fc23

Samba CVE-2015-7540 Remote
Denial of Service Vulnerability

Samba LDAP Memory
Consumption Flaw Lets Remote
Users Cause the Target System to
Crash - SecurityTracker

git.samba.org - samba.git/commit

[security-announce] openSUSE-
SU-2015:2356-1: important:
Security update

Oracle Linux Bulletin - January
2016

Samba - Security Announcement
Archive

Bug 1288451 — CVE-2015-7540
samba: DoS to AD-DC due to
insufficient checking of asn1
memory allocation

Debian -- Security Information --
DSA-3433-1 samba

git.samba.org - samba.git/commit

USN-2855-2: Samba regression |
Ubuntu

[SECURITY] Fedora 22 Update:
samba-4.2.7-0.fc22

FEDORA FEDORA-2015-b36076d32¢

©@BID 79736

e s (T) SECTRACK 1034492
text/html

git.samba.org 5 CONFIRM git.samba.org/?
text/xml p=samba.git;a=commit;h=530d50a1abdcdf4d1775652d4c456¢1274d83d8d

lists.opensuse.org ) SUSE openSUSE-SU-2015:2356
text/html

www.oracle.com O CONFIRM
text/html www.oracle.com/technetwork/topics/security/linuxbulletinjan2016-
2867209.html

Vendor Advisory 5 CONFIRM www.samba.org/samba/security/CVE-2015-7540.html
www.samba.org
text/html

bugzilla.redhat.com () CONFIRM bugzilla.redhat.com/show_bug.cgi?id=1288451
text/html

www.debian.org (© DEBIAN DSA-3433
Depreciated Link
text/html

git.samba.org 5 CONFIRM git.samba.org/?
text/xml p=samba.git;a=commit;h=9d989c9dd7a5b92d0c5d65287935471b83b6e884

® UBUNTU USN-2855-2
text/html

lists.fedoraproject.org FEDORA FEDORA-2015-0e0879cc8a
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor
Operating Canonical
System

Operating Canonical
System

Operating Canonical

Product Version Update Edition Language
Ubuntu Linux 12.04 All All All
Ubuntu Linux 14.04 All All All
Ubuntu Linux 15.04 All All All
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cpe:2.3:0:debian:debian_linux:7.0:*:*:*:*

cpe:2.3:0:debian:debian_linux:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:samba:samba:4.0.0:*:

cpe:2.3:a:samba:samba:4.0.1:*:

ARk koK kakok,

cpe:2.3:a:samba:samba:4.0.11: % "

ARk Lk ok Lk akk,

cpe:2.3:a:samba:samba:4.0.12:* %

ARk kKRR k,

cpe:2.3:a:samba:samba:4.0.16:*:*: "

Akakk ok akuk k.

cpe:2.3:a:samba:samba:4.0.17:**

ARk kKR kR,

cpe:2.3:a:samba:samba:4.0.19:*:*:

cpe:2.3:a:samba:samba:4.0.2:*

Akakak kR Rk,

cpe:2.3:a:samba:samba:4.0.20: "

ARk kR Rk k.

cpe:2.3:a:samba:samba:4.0.21:

ARk koK kR ak.

cpe:2.3:a:samba:samba:4.0.22: "

ARk kKRR k.

cpe:2.3:a:samba:samba:4.0.23:

cpe:2.3:a:samba:samba:4.0.3:*

cpe:2.3:a:samba:samba:4.0.4:*

cpe:2.3:a:samba:samba:4.0.5:* e

cpe:2.3:a:samba:samba:4.0.6:* "

cpe:2.3:a:samba:samba:4.0.7:

cpe:2.3:a:samba:samba:4.0.8:

LA A L L L L A A A st



cpez.giasampaisampa:4.u.y: m ittt

cpe:2.3:a:samba:samba:4.1.0:*:

cpe:2.3:a:samba:samba:4.1. 1

cpe:2.3:a:samba:samba:4.1.10: % %

cpe:2.3:a:samba:samba:4.1. 11 7

cpe:2.3:a:samba:samba:4.1.12:* % %

cpe:2.3:a:samba:samba:4.1.13: "

cpe:2.3:a:samba:samba:4.1. 14 % %

cpe:2.3:a:samba:samba:4.1.15:* "

cpe:2.3:a:samba:samba:4.1.16:*: "

cpe:2.3:a:samba:samba:4.1.17:* % %

cpe:2.3:a:samba:samba:4.1.18: "

cpe:2.3:a:samba:samba:4.1.19:

cpe:2.3:a:samba:samba:4.1.2::

ARk kR kLR k.

cpe:2.3:a:samba:samba:4.1.20:* %

cpe:2.3:a:samba:samba:4.1.3:*

cpe:2.3:a:samba:samba:4.1.4:***xx

cpe:2.3:a:samba:samba:4.1.5:* e

cpe:2.3:a:samba:samba:4.1.6:*

cpe:2.3:a:samba:samba:4.1.7: e

cpe:2.3:a:samba:samba:4.1.8: e

cpe:2.3:a:samba:samba:4.1.9:* e

cpe:2.3:a:samba:samba:4.2.4:* e

cpe:2.3:a:samba:samba:4.0.0:*

cpe:2.3:a:samba:samba:4.0.1:

dkak kR kR k.

cpe:2.3:a:samba:samba:4.0.10: % %



akkLk ok kakk.

cpe:2.3:a:samba:samba:4.0.19: "

cpe:2.3:a:samba:samba:4.0.2:*:

akak Lk ok Lk akk,

cpe:2.3:a:samba:samba:4.0.20:* %

akakLk ok kakk,

cpe:2.3:a:samba:samba:4.0.21 %

dkak kKR kR,

cpe:2.3:a:samba:samba:4.0.23:* %

ARk kR kR k.

cpe:2.3:a:samba:samba:4.0.24:***

cpe:2.3:a:samba:samba:4.0.3:*:

cpe:2.3:a:samba:samba:4.0.4:*:

cpe:2.3:a:samba:samba:4.0.5:*

cpe:2.3:a:samba:samba:4.0.6:*:

cpe:2.3:a:samba:samba:4.0.7:*

cpe:2.3:a:samba:samba:4.0.8:

cpe:2.3:a:samba:samba:4.0.9:*

cpe:2.3:a:samba:samba:4.1.0:* e

cpe:2.3:a:samba:samba:4. 1.1 e

cpe:2.3:a:samba:samba:4.1.10:

cpe:2.3:a:samba:samba:4.1.11:

cpe:2.3:a:samba:samba:4.1.12:*

cpe:2.3:a:samba:samba:4.1.13: "

cpe:2.3:a:samba:samba:4.1. 14

cpe:2.3:a:samba:samba:4.1.15: "



cpe:2.3:a:samba:samba:4.1.3:
cpe:2.3:a:samba:samba:4.1.4:*:**xx
cpe:2.3:a:samba:samba:4.1.5:
cpe:2.3:a:samba:samba:4.1.6:*:
cpe:2.3:a:samba:samba:4.1.7::
cpe:2.3:a:samba:samba:4.1.8:*:
cpe:2.3:a:samba:samba:4.1.9:*:

cpe:2.3:a:samba:samba:4.2.4:*:

No vendor comments have been submitted for this CVE
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