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CVE CVE-2015-7546
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2016-02-03 18:59:00 UTC
Updated 2020-06-02 18:57:00 UTC

Description The identity service in OpenStack Identity (Keystone) before 2015.1.3 (Kilo) and 8.0.x before 8.0.2 (Liberty) and keystonem
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Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Keystone All All All All

Application Openstack Keystone All All All All

Application Openstack Keystone All All All All

Application Openstack Keystonemiddleware All All All All

Application Openstack Keystonemiddleware All All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 11.3 All All All

Reference Source
Oracle Solaris Bulletin - April 2016 CONFIRM

OSSA-2016-005: Potential reuse of revoked Identity tokens — OpenStack Security Advisories 2014.2.0.dev100 documentation = CONFIRM

OSSN/OSSN-0062 - OpenStack CONFIRM
Bug #1490804 “[OSSA 2016-005] PKI Token Revocation Bypass (CVE-2...” : Bugs : OpenStack Identity (keystone) CONFIRM
OpenStack Keystone PKI Token Revocation CVE-2015-7546 Security Bypass Vulnerability BID
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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