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CVE CVE-2015-7549
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-30 14:29:00 UTC
Updated 2023-02-13 00:54:00 UTC
Description The MSI-X MMIO support in hw/pci/msix.c in QEMU (aka Quick Emulator) allows local guest OS privileged users to cause ¢

| 1|

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Qemu Qemu All r All All
Application Qemu Qemu All r1 All All

References

Reference Source Link Tags

Bug 1291137 — CVE-2015-7549 Qemu: pci: null pointer dereference issue CONFIRM  bugzilla.redhat.com Issue Tracking, Thirc
Debian -- Security Information -- DSA-3471-1 gemu DEBIAN www.debian.org Issue Tracking, Thirc
oss-security - CVE-2015-7549 Qemu: pci: msi-x: null pointer dereference issue  MLIST www.openwall.com Issue Tracking, Maili
git.gemu.org Git - gemu.git/commit CONFIRM git.gemu.org Issue Tracking, Thirc
QEMU 'hw/pci/msix.c' Null Pointer Dereference Denial of Service Vulnerability ~ BID www.securityfocus.com  Third Party Advisory,
[SECURITY] Fedora 23 Update: gemu-2.4.1-5.fc23 FEDORA lists.fedoraproject.org Issue Tracking, Thirc
git.gemu.org Git - gemu.git/commit MISC git.gemu.org

QEMU: Multiple vulnerabilities (GLSA 201602-01) — Gentoo security GENTOO  security.gentoo.org Issue Tracking, Thirc
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
a | l

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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