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CVE CVE-2015-7559
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-01 14:15:00 UTC
Updated 2023-11-07 02:27:00 UTC
Description It was found that the Apache ActiveMQ client before 5.14.5 exposed a remote shutdown command in the ActiveMQConnec

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Activemq All All All All

Application Apache Activemq All All All All

Application Redhat Jboss A-mq 6.2.1 All All All

Application Redhat Jboss A-mq 6.3 All All All

Application Redhat Jboss Fuse 6.3 All All All

Reference Source Link Tags
[AMQ-6470] Remove unused ControlCommand handling in client - ASF JIRA CONFIRM issues.apache.org  Patch, Vi

1293972 — (CVE-2015-7559) CVE-2015-7559 ActiveMQ: DoS in client via shutdown command CONFIRM bugzilla.redhat.com Issue Tre
CVE Program record CVE.ORG www.cve.org canonica

NVD vulnerability detail NVD nvd.nist.gov canonica

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981677 Java (maven) Security Update for org.apache.activemq:activemq-client (GHSA-jvpp-hxjj-5ccc)
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