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AVUACUAUNICICICIAC Certain versions of Vpn Client from Cisco contain the following
’ vulnerability:

Cisco VPN Client 5.x through 5.0.07.0440 uses weak permissions for
vpnclient.ini, which allows local users to gain privileges by entering an
arbitrary program name in the Command field of the
ApplicationLauncher section.

CVE-2015-7600 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity
Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact
COMPLETE COMPLETE COMPLETE
CVE References
Description Tags Link
Vulnerability discovered in unsupported Cisco Systems VPN X () MISC www.nettitude.co.uk/vulnerability-
Client | Nettitude discovered-in-unsupported-cisco-systems-
vpn-client/
Cisco VPN Client Weak 'vpnclient.ini' File Permissions Lets Local Third Party Advisory 0) SECTRACK 1033750
Users Gain Elevated Privileges - Security Tracker VDB Entry
www.securitytracker.com
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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