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Summary

CVE CVE-2015-7665

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-27 19:59:02 UTC

Updated 2026-05-06 22:30:45 UTC

Description Tails before 1.7 includes the wget program but does not prevent automatic fallback from passive FTP to active FTP, which allows remote FTP servers to discover the Tor client IP address by reading a (1) PORT or (2) EPRT command. 

Risk And Classification

Primary CVSS: v3.0 5.3 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Problem Types: CWE-200 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 5.3 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

None

Availability

https://cve.report/
https://cve.report/CVE-2015-7665/mitre
https://cve.report/CVE-2015-7665/nist
https://cve.report/CVE-2015-7665/cve_org
https://cve.report/api/cve/CVE-2015-7665.json
https://cve.report/CVE-2015-7665.pdf


CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Tails Project Tails All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

GNU Wget 'src/ftp.c' Information Disclosure Vulnerability af854a3a-2127-422b-91ae-364da2661108

404 Not Found af854a3a-2127-422b-91ae-364da2661108

Tails - Tails 1.7 is out af854a3a-2127-422b-91ae-364da2661108

wget.git - GNU Wget af854a3a-2127-422b-91ae-364da2661108

[Tails-dev] [Bug-wget] Wget Sending Original IP !! af854a3a-2127-422b-91ae-364da2661108

Bug #10364: wget may expose user IP address with FTP protocol (CVE-2015-7665) - Tails - RiseupLabs Code Repository af854a3a-2127-422b-91ae-364da2661108

oss-security - Re: CVE request for wget af854a3a-2127-422b-91ae-364da2661108

[Bug-wget] FTP PORT command code in v1.16.3? af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

None

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None

http://cve.report/vendor/tails_project
http://cve.report/software/tails_project/tails
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/76678
https://mailman.boum.org/pipermail/tails-dev/2015-August/009370.html
https://tails.boum.org/news/version_1.7/index.en.html
http://git.savannah.gnu.org/cgit/wget.git/commit/?id=075d7556964f5a871a73c22ac4b69f5361295099
https://mailman.boum.org/pipermail/tails-dev/2015-October/009591.html
https://labs.riseup.net/code/issues/10364
http://www.openwall.com/lists/oss-security/2015/10/01/10
https://lists.gnu.org/archive/html/bug-wget/2015-08/msg00020.html
https://www.cve.org/CVERecord?id=CVE-2015-7665
https://nvd.nist.gov/vuln/detail/CVE-2015-7665


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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