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CVE CVE-2015-7695
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-07 14:06:00 UTC
Updated 2016-11-28 19:44:00 UTC
Description The PDO adapters in Zend Framework before 1.12.16 do not filer null bytes in SQL statements, which allows remote attack
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Zend Zend Framework All All All All

Reference Source Li
Debian -- Security Information -- DSA-3369-1 zendframework DEBIAN w
Zend Framework MsSql and SQLite Multiple SQL Injection Vulnerabilities BID w
oss-security - Re: CVE Request: zendframework SQL injections MLIST w
oss-security - CVE Request: zendframework SQL injections MLIST w

ZF2015-08: Potential SQL injection vector using null byte for PDO (MsSql, SQLite) - Advisories - Security - Zend Framework CONFIRM  fr:

oss-security - Re: CVE Request: zendframework SQL injections MLIST w
CVE Program record CVE.ORG w
NVD vulnerability detail NVD n
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http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/zend
http://cve.report/software/zend/zend_framework
http://www.debian.org/security/2015/dsa-3369
http://www.securityfocus.com/bid/76784
http://www.openwall.com/lists/oss-security/2015/10/11/3
http://www.openwall.com/lists/oss-security/2015/09/30/6
http://framework.zend.com/security/advisory/ZF2015-08
http://www.openwall.com/lists/oss-security/2015/09/30/8
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https://nvd.nist.gov/vuln/detail/CVE-2015-7695

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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