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Summary

CVE CVE-2015-7705

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-07 20:29:00 UTC

Updated 2021-11-17 22:15:00 UTC

Description The rate limiting feature in NTP 4.x before 4.2.8p4 and 4.3.x before 4.3.77 allows remote attackers to have unspecified impact via a large number of crafted requests.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Citrix Xenserver 6.0.2 All All All

Application Citrix Xenserver 6.2.0 - All All

Application Citrix Xenserver 6.5 - All All

Application Citrix Xenserver 7.0 All All All

Application Citrix Xenserver 6.0.2 All All All

Application Citrix Xenserver 6.2.0 - All All

Application Citrix Xenserver 6.5 - All All

Application Citrix Xenserver 7.0 All All All

Operating System Netapp Clustered Data Ontap - All All All

Operating System Netapp Clustered Data Ontap - All All All

Operating System Netapp Data Ontap - All All All

Operating System Netapp Data Ontap - All All All

Application Netapp Oncommand Performance Manager - All All All

Application Netapp Oncommand Performance Manager - All All All

Application Netapp Oncommand Unified Manager - All All All

Application Netapp Oncommand Unified Manager - All All All

Application Ntp Ntp All All All All

https://cve.report/
https://cve.report/CVE-2015-7705/mitre
https://cve.report/CVE-2015-7705/nist
https://cve.report/CVE-2015-7705/cve_org
https://cve.report/CVE-2015-7705.pdf
http://cve.report/vendor/citrix
http://cve.report/software/citrix/xenserver
http://cve.report/vendor/citrix
http://cve.report/software/citrix/xenserver
http://cve.report/vendor/citrix
http://cve.report/software/citrix/xenserver
http://cve.report/vendor/citrix
http://cve.report/software/citrix/xenserver
http://cve.report/vendor/citrix
http://cve.report/software/citrix/xenserver
http://cve.report/vendor/citrix
http://cve.report/software/citrix/xenserver
http://cve.report/vendor/citrix
http://cve.report/software/citrix/xenserver
http://cve.report/vendor/citrix
http://cve.report/software/citrix/xenserver
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/clustered_data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/data_ontap
http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_performance_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_performance_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/oncommand_unified_manager
http://cve.report/vendor/ntp
http://cve.report/software/ntp/ntp


Application Ntp Ntp All All All All

Application Ntp Ntp 4.2.8 - All All

Application Ntp Ntp 4.2.8 p1 All All

Application Ntp Ntp 4.2.8 p1-beta1 All All

Application Ntp Ntp 4.2.8 p1-beta2 All All

Application Ntp Ntp 4.2.8 p1-beta3 All All

Application Ntp Ntp 4.2.8 p1-beta4 All All

Application Ntp Ntp 4.2.8 p1-beta5 All All

Application Ntp Ntp 4.2.8 p1-rc1 All All

Application Ntp Ntp 4.2.8 p1-rc2 All All

Application Ntp Ntp 4.2.8 p2 All All

Application Ntp Ntp 4.2.8 p2-rc1 All All

Application Ntp Ntp 4.2.8 p2-rc2 All All

Application Ntp Ntp 4.2.8 p2-rc3 All All

Application Ntp Ntp 4.2.8 p3 All All

Application Ntp Ntp 4.2.8 p3-rc1 All All

Application Ntp Ntp 4.2.8 p3-rc2 All All

Application Ntp Ntp 4.2.8 p3-rc3 All All

Application Ntp Ntp All All All All

Application Ntp Ntp 4.2.8 - All All

Application Ntp Ntp 4.2.8 p1 All All

Application Ntp Ntp 4.2.8 p1-beta1 All All

Application Ntp Ntp 4.2.8 p1-beta2 All All

Application Ntp Ntp 4.2.8 p1-beta3 All All

Application Ntp Ntp 4.2.8 p1-beta4 All All

Application Ntp Ntp 4.2.8 p1-beta5 All All

Application Ntp Ntp 4.2.8 p1-rc1 All All

Application Ntp Ntp 4.2.8 p1-rc2 All All

Application Ntp Ntp 4.2.8 p2 All All

Application Ntp Ntp 4.2.8 p2-rc1 All All

Application Ntp Ntp 4.2.8 p2-rc2 All All

Application Ntp Ntp 4.2.8 p2-rc3 All All

Application Ntp Ntp 4.2.8 p3 All All

Application Ntp Ntp 4.2.8 p3-rc1 All All

Application Ntp Ntp 4.2.8 p3-rc2 All All

Application Ntp Ntp 4.2.8 p3-rc3 All All
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Hardware Siemens Tim 4r-ie - All All All

Hardware Siemens Tim 4r-ie Dnp3 - All All All

Operating System Siemens Tim 4r-ie Dnp3 Firmware All All All All

Operating System Siemens Tim 4r-ie Firmware All All All All
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[security-announce] SUSE-SU-2016:2094-1: important: Security update for

1274184 – (CVE-2015-7705) CVE-2015-7705 ntp: denial of service by trigerring rate limiting on NTP server

Attacking the Network Time Protocol
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Multiple Vulnerabilities in ntpd Affecting Cisco Products - October 2015

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

590349 Rockwell Automation Stratix 5900 Multiple Vulnerabilities (ICSA-17-094-04)

590721 Siemens TIM 4R-IE Devices Multiple Vulnerabilities (ICSA-21-103-11)

590736 Siemens SIMATIC NET CP 443-1 OPC UA Multiple Vulnerabilities (ICSA-21-159-11)

http://lists.opensuse.org/opensuse-security-announce/2016-08/msg00042.html
https://bugzilla.redhat.com/show_bug.cgi?id=1274184
https://www.cs.bu.edu/~goldbe/NTPattack.html
http://support.ntp.org/bin/view/Main/SecurityNotice#October_2015_NTP_4_2_8p4_Securit
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05270839
https://cert-portal.siemens.com/productcert/pdf/ssa-497656.pdf
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151021-ntp
https://www.cve.org/CVERecord?id=CVE-2015-7705
https://nvd.nist.gov/vuln/detail/CVE-2015-7705
http://cve.report/qid/590349
http://cve.report/qid/590721
http://cve.report/qid/590736
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2015-7705
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


