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Summary

CVE CVE-2015-7713

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-29 20:59:00 UTC

Updated 2023-02-13 00:55:00 UTC

Description OpenStack Compute (Nova) before 2014.2.4 (juno) and 2015.1.x before 2015.1.2 (kilo) do not properly apply security group changes, which allows remote attackers to bypass intended restriction by leveraging an instance that was running when the change was made.

Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Nova All All All All

Application Openstack Nova All All All All

References

Reference

OSSA-2015-021: Nova network security group changes are not applied to running instances — OpenStack Security Advisories 2014.2.0.dev125 documentation

Bug #1492961 “Security Group Rules not effective immediately” : Bugs : OpenStack Compute (nova)

Red Hat Customer Portal

Red Hat Customer Portal

OpenStack Nova CVE-2015-7713 Security Bypass Vulnerability

1269119 – (CVE-2015-7713) CVE-2015-7713 openstack-nova: network security group changes are not applied to running instances

Bug #1491307 “[OSSA 2015-021] secgroup rules doesn't work for in...” : Bugs : OpenStack Compute (nova)

Red Hat Customer Portal

CVE-2015-7713 - Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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