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AVNACUAUSCPIPAP Certain versions of Hana from Sap contain the following vulnerability:

Eval injection in test-net.xsjs in the Web-based Development
Workbench in SAP HANA Developer Edition DB
1.00.091.00.1418659308 allows remote authenticated users to execute
arbitrary XSJS code via unspecified vectors, aka SAP Security Note
2153892.

CVE-2015-7729 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.5- MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Analyzing SAP Security Notes May 2015 Edition | Onapsis £ MISC www.onapsis.com/blog/analyzing-sap-
security-notes-may-2015-edition

Full Disclosure: [Onapsis Security Advisory 2015-017] I3 FULLDISC 20150929 [Onapsis Security Advisory

SAP HANA XSJS Code Injection in test-net.xsjs 2015-017] SAP HANA XSJS Code Injection in test-
net.xsjs

SAP HANA XSJS Code Injection test-net | Onapsis ] MISC www.onapsis.com/research/security-

advisories/sap-hana-xsjs-code-injection-test-net

SAP HANA test-net.xsjs Code Injection = Packet Storm 18 MISC packetstormsecurity.com/files/133763/SAP-
HANA-test-net.xsjs-Code-Injection.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
Type Vendor Product Version Update Edition Language
Application Sap Hana 1.00.091.00 All All All

Application Sap Hana 1.00.091.00 All All All

cpe:2.3:a:sap:hana:1.00.091.00:*:*:*:developer:*:*:*:

cpe:2.3:a:sap:hana:1.00.091.00:*:*:*:developer:*:*:*:

No vendor comments have been submitted for this CVE
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