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Summary

CVE CVE-2015-7730

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-15 20:59:00 UTC

Updated 2015-10-16 14:59:00 UTC

Description SAP BusinessObjects BI Platform 4.1, BusinessObjects Edge 4.0, and BusinessObjects XI (BOXI) 3.1 R3 allow remote attackers to cause a denial of service (out-of-bounds read and listener crash) via a crafted GIOP packet, aka SAP Security Note 2001108.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Businessobjects 4.1 All All All

Application Sap Businessobjects 4.1 All All All

Application Sap Businessobjects Edge 4.0 All All All

Application Sap Businessobjects Edge 4.0 All All All

Application Sap Businessobjects Xi 3.1 All All All

Application Sap Businessobjects Xi r3 All All All

Application Sap Businessobjects Xi 3.1 All All All

Application Sap Businessobjects Xi r3 All All All

References

Reference Source Link

Full Disclosure: [Onapsis Security Advisory 2015-013] SAP Business Objects Memory Corruption FULLDISC seclists.org

Analyzing SAP Security Notes May 2015 Edition | Onapsis MISC www.onapsis.com

SAP BusinessObjects Buffer Copy Error Lets Remote Users Read and Write Data on the Target System - SecurityTracker SECTRACK www.securitytracker.com

SAP Business Objects Memory Corruption | Onapsis MISC www.onapsis.com

CVE Program record CVE.ORG www.cve.org
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https://cve.report/
https://cve.report/CVE-2015-7730/mitre
https://cve.report/CVE-2015-7730/nist
https://cve.report/CVE-2015-7730/cve_org
https://cve.report/CVE-2015-7730.pdf
http://cve.report/vendor/sap
http://cve.report/software/sap/businessobjects
http://cve.report/vendor/sap
http://cve.report/software/sap/businessobjects
http://cve.report/vendor/sap
http://cve.report/software/sap/businessobjects_edge
http://cve.report/vendor/sap
http://cve.report/software/sap/businessobjects_edge
http://cve.report/vendor/sap
http://cve.report/software/sap/businessobjects_xi
http://cve.report/vendor/sap
http://cve.report/software/sap/businessobjects_xi
http://cve.report/vendor/sap
http://cve.report/software/sap/businessobjects_xi
http://cve.report/vendor/sap
http://cve.report/software/sap/businessobjects_xi
http://seclists.org/fulldisclosure/2015/Sep/81
https://www.onapsis.com/blog/analyzing-sap-security-notes-may-2015-edition
http://www.securitytracker.com/id/1033637
https://www.onapsis.com/research/security-advisories/SAP-Business-Objects-Memory-Corruption
https://www.cve.org/CVERecord?id=CVE-2015-7730
https://nvd.nist.gov/vuln/detail/CVE-2015-7730


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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