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CVE CVE-2015-7768
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-09 14:59:00 UTC
Updated 2017-09-10 01:29:00 UTC
Description Buffer overflow in Konica Minolta FTP Utility 1.0 allows remote attackers to execute arbitrary code via a long CWD commar
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Konicaminolta Ftp Utility 1.0 All All All

Application Konicaminolta Ftp Utility 1.0 All All All

Reference Source Lil
Konica Minolta FTP Utility 1.00 - CWD Command SEH Overflow EXPLOIT-DB  w\
Konica Minolta FTP Utility 1.00 Post Auth CWD Command SEH Overflow | Rapid7 MISC Wy
Konica Minolta FTP Utility 1.0 SEH Buffer Overflow ~ Packet Storm MISC pa
Konica Minolta FTP Utility 1.00 Post Auth CWD Command SEH Overflow =~ Packet Storm MISC pa

Konica Minolta FTP Utility 1.00 - (Authenticated) CWD Command Overflow (SEH) (Metasploit) - Windows remote Exploit EXPLOIT-DB  w\
CVE Program record CVE.ORG W\

NVD vulnerability detail NVD nv
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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