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Summary

CVE CVE-2015-7799

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-19 10:59:00 UTC

Updated 2017-03-24 01:59:00 UTC

Description The slhc_init function in drivers/net/slip/slhc.c in the Linux kernel through 4.2.3 does not ensure that certain slot numbers are valid, which allows local users to cause a denial of service (NULL pointer dereference and system crash) via a crafted PPPIOCSMAXCID ioctl call.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All
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USN-2844-1: Linux kernel (Utopic HWE) vulnerabilities | Ubuntu UBUNTU

oss-security - Re: CVE request - Android OS - Using the PPP character device driver caused the system to restart - Linux kernel MLIST
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USN-2842-2: Linux kernel (Vivid HWE) vulnerabilities | Ubuntu UBUNTU

Debian -- Security Information -- DSA-3426-1 linux DEBIAN

openSUSE-SU-2015:2232-1: moderate: Security update for the Linux Kernel SUSE
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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