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CVE-2015-7808

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Vbulletin from Vbulletin contain the following
vulnerability:

The vB_Api_Hook::decodeArguments method in vBulletin 5 Connect
5.1.2 through 5.1.9 allows remote attackers to conduct PHP object
injection attacks and execute arbitrary PHP code via a crafted
serialized object in the arguments parameter to
ajax/api/hook/decodeArguments.
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CVE References

Description Tags Link

vBulletin 5.1.x - Remote Code Execution -
PHP webapps Exploit

Exploit

www.exploit-db.com

Proof of Concept

text/html

 EXPLOIT-DB 38629

vBulletin Exploits in the Wild - Sucuri Blog Exploit

blog.sucuri.net

text/html

 MISC blog.sucuri.net/2015/11/vbulletin-exploits-in-the-wild.html

Private Paste - Pastie Exploit

web.archive.org

text/html

Inactive Link Not Archived

 MISC pastie.org/pastes/10527766/text?
key=wq1hgkcj4afb9ipqzllsq

vBulletin 5.1.2 Unserialize Code Execution Exploit  MISC packetstormsecurity.com/files/134331/vBulletin-5.1.2-

CVE-2015-7808 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/CVE-2015-7808.pdf
http://cve.report/software/vbulletin/vbulletin
http://cve.report/vendor/vbulletin
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.exploit-db.com/exploits/38629/
https://blog.sucuri.net/2015/11/vbulletin-exploits-in-the-wild.html
https://web.archive.org/web/2015/http://pastie.org/pastes/10527766/text?key=wq1hgkcj4afb9ipqzllsq
http://packetstormsecurity.com/files/134331/vBulletin-5.1.2-Unserialize-Code-Execution.html


≈ Packet Storm packetstormsecurity.com

text/html

Unserialize-Code-Execution.html

CVE-2015-7808 vBulletin 5.1.2
Unserialize Code Execution | Rapid7

Exploit

www.rapid7.com

text/html

 MISC
www.rapid7.com/db/modules/exploit/multi/http/vbulletin_unserialize

Check Point Discovers Critical vBulletin 0-
Day

Exploit

blog.checkpoint.com

text/html

 MISC blog.checkpoint.com/2015/11/05/check-point-discovers-
critical-vbulletin-0-day/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

PoC code for vBulletin PreAuth vulnerability

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Vbulletin Vbulletin 5.0.0 All All All

Application Vbulletin Vbulletin 5.0.1 All All All

Application Vbulletin Vbulletin 5.0.2 All All All

Application Vbulletin Vbulletin 5.0.3 All All All

Application Vbulletin Vbulletin 5.0.4 All All All

Application Vbulletin Vbulletin 5.0.5 All All All

Application Vbulletin Vbulletin 5.1.0 All All All

Application Vbulletin Vbulletin 5.1.0 rc1 All All

Application Vbulletin Vbulletin 5.1.1 All All All

Application Vbulletin Vbulletin 5.1.2 All All All

Application Vbulletin Vbulletin 5.1.2 beta1 All All

Application Vbulletin Vbulletin 5.1.2 rc1 All All

Application Vbulletin Vbulletin 5.1.2 rc2 All All

Application Vbulletin Vbulletin 5.1.3 All All All

Application Vbulletin Vbulletin 5.1.3 alpha5 All All

Application Vbulletin Vbulletin 5.1.4 All All All

Application Vbulletin Vbulletin 5.1.5 All All All

Application Vbulletin Vbulletin 5.1.6 All All All

Application Vbulletin Vbulletin 5.1.7 All All All
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Application Vbulletin Vbulletin 5.1.8 All All All

Application Vbulletin Vbulletin 5.1.9 All All All

Application Vbulletin Vbulletin 5.0.0 All All All

Application Vbulletin Vbulletin 5.0.1 All All All

Application Vbulletin Vbulletin 5.0.2 All All All

Application Vbulletin Vbulletin 5.0.3 All All All

Application Vbulletin Vbulletin 5.0.4 All All All

Application Vbulletin Vbulletin 5.0.5 All All All

Application Vbulletin Vbulletin 5.1.0 All All All

Application Vbulletin Vbulletin 5.1.0 rc1 All All

Application Vbulletin Vbulletin 5.1.1 All All All

Application Vbulletin Vbulletin 5.1.2 All All All

Application Vbulletin Vbulletin 5.1.2 beta1 All All

Application Vbulletin Vbulletin 5.1.2 rc1 All All

Application Vbulletin Vbulletin 5.1.2 rc2 All All

Application Vbulletin Vbulletin 5.1.3 All All All

Application Vbulletin Vbulletin 5.1.3 alpha5 All All

Application Vbulletin Vbulletin 5.1.4 All All All

Application Vbulletin Vbulletin 5.1.5 All All All

Application Vbulletin Vbulletin 5.1.6 All All All

Application Vbulletin Vbulletin 5.1.7 All All All

Application Vbulletin Vbulletin 5.1.8 All All All

Application Vbulletin Vbulletin 5.1.9 All All All

cpe:2.3:a:vbulletin:vbulletin:5.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.2:*:*:*:*:*:*:*:
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cpe:2.3:a:vbulletin:vbulletin:5.1.2:beta1:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.2:rc1:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.2:rc2:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.3:alpha5:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.7:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.9:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.0:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.0:rc1:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.1:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.2:beta1:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.2:rc1:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.2:rc2:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.3:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.3:alpha5:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:vbulletin:vbulletin:5.1.5:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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