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Summary

CVE CVE-2015-7810

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-22 15:15:00 UTC

Updated 2020-08-18 15:05:00 UTC

Description libbluray MountManager class has a time-of-check time-of-use (TOCTOU) race when expanding JAR files

Risk And Classification

Problem Types: CWE-367

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 17 All All All

Operating System Fedoraproject Fedora 18 All All All

Operating System Fedoraproject Fedora 17 All All All

Operating System Fedoraproject Fedora 18 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Application Videolan Libbluray All All All All

Application Videolan Libbluray All All All All
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oss-security - Re: CVE request: BD-J implementation in libbluray MISC www.openwall.com

CVE-2015-7810 MISC security-tracker.debian.org

959433 – (CVE-2015-7810) CVE-2015-7810 libbluray (MountManager): TOCTOU race when expanding JAR files MISC bugzilla.redhat.com

CVE-2015-7810 - Red Hat Customer Portal MISC access.redhat.com

libbluray Symlink Attack Local Security Bypass Vulnerability MISC www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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