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Summary

CVE CVE-2015-7846

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-25 21:29:00 UTC

Updated 2017-10-10 12:26:00 UTC

Description Huawei S7700, S9700, S9300 before V200R07C00SPC500, and AR200, AR1200, AR2200, AR3200 before V200R005C20SPC200 allows attackers with physical access to the CF card to obtain sensitive information.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Ar1200 - All All All

Hardware Huawei Ar1200 - All All All

Operating System Huawei Ar1200 Firmware v200r003c00spc100 All All All

Operating System Huawei Ar1200 Firmware v200r003c00spc200 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc100 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc200 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc300 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc500 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc600 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc800 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc900 All All All

Operating System Huawei Ar1200 Firmware v200r003c00spc100 All All All

Operating System Huawei Ar1200 Firmware v200r003c00spc200 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc100 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc200 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc300 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc500 All All All
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Operating System Huawei Ar1200 Firmware v200r003c01spc500 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc600 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc800 All All All

Operating System Huawei Ar1200 Firmware v200r003c01spc900 All All All

Hardware Huawei Ar200 - All All All

Hardware Huawei Ar200 - All All All

Operating System Huawei Ar200 Firmware v200r003c00spc100 All All All

Operating System Huawei Ar200 Firmware v200r003c00spc200 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc100 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc200 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc300 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc500 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc600 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc800 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc900 All All All

Operating System Huawei Ar200 Firmware v200r003c00spc100 All All All

Operating System Huawei Ar200 Firmware v200r003c00spc200 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc100 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc200 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc300 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc500 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc600 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc800 All All All

Operating System Huawei Ar200 Firmware v200r003c01spc900 All All All

Hardware Huawei Ar2200 - All All All

Hardware Huawei Ar2200 - All All All

Operating System Huawei Ar2200 Firmware v200r003c00spc100 All All All

Operating System Huawei Ar2200 Firmware v200r003c00spc200 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc100 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc200 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc300 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc500 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc600 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc800 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc900 All All All

Operating System Huawei Ar2200 Firmware v200r003c00spc100 All All All
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Operating System Huawei Ar2200 Firmware v200r003c00spc200 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc100 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc200 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc300 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc500 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc600 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc800 All All All

Operating System Huawei Ar2200 Firmware v200r003c01spc900 All All All

Hardware Huawei Ar3200 - All All All

Hardware Huawei Ar3200 - All All All

Operating System Huawei Ar3200 Firmware v200r003c00spc100 All All All

Operating System Huawei Ar3200 Firmware v200r003c00spc200 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc100 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc200 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc300 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc500 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc600 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc800 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc900 All All All

Operating System Huawei Ar3200 Firmware v200r003c00spc100 All All All

Operating System Huawei Ar3200 Firmware v200r003c00spc200 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc100 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc200 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc300 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc500 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc600 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc800 All All All

Operating System Huawei Ar3200 Firmware v200r003c01spc900 All All All

Hardware Huawei S7700 - All All All

Hardware Huawei S7700 - All All All

Operating System Huawei S7700 Firmware v200r001c00spc300 All All All

Operating System Huawei S7700 Firmware v200r002c00spc100 All All All

Operating System Huawei S7700 Firmware v200r003c00spc500 All All All

Operating System Huawei S7700 Firmware v200r005c00spc300 All All All

Operating System Huawei S7700 Firmware v200r006c00spc300 All All All

Operating System Huawei S7700 Firmware v200r006c00spc500 All All All
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Operating System Huawei S7700 Firmware v200r006c00spc500 All All All

Operating System Huawei S7700 Firmware v200r001c00spc300 All All All

Operating System Huawei S7700 Firmware v200r002c00spc100 All All All

Operating System Huawei S7700 Firmware v200r003c00spc500 All All All

Operating System Huawei S7700 Firmware v200r005c00spc300 All All All

Operating System Huawei S7700 Firmware v200r006c00spc300 All All All

Operating System Huawei S7700 Firmware v200r006c00spc500 All All All

Hardware Huawei S9300 - All All All

Hardware Huawei S9300 - All All All

Operating System Huawei S9300 Firmware v200r001c00spc300 All All All

Operating System Huawei S9300 Firmware v200r002c00spc100 All All All

Operating System Huawei S9300 Firmware v200r003c00spc500 All All All

Operating System Huawei S9300 Firmware v200r005c00spc300 All All All

Operating System Huawei S9300 Firmware v200r006c00spc300 All All All

Operating System Huawei S9300 Firmware v200r006c00spc500 All All All

Operating System Huawei S9300 Firmware v200r001c00spc300 All All All

Operating System Huawei S9300 Firmware v200r002c00spc100 All All All

Operating System Huawei S9300 Firmware v200r003c00spc500 All All All

Operating System Huawei S9300 Firmware v200r005c00spc300 All All All

Operating System Huawei S9300 Firmware v200r006c00spc300 All All All

Operating System Huawei S9300 Firmware v200r006c00spc500 All All All

Hardware Huawei S9700 - All All All

Hardware Huawei S9700 - All All All

Operating System Huawei S9700 Firmware v200r001c00spc300 All All All

Operating System Huawei S9700 Firmware v200r002c00spc100 All All All

Operating System Huawei S9700 Firmware v200r003c00spc500 All All All

Operating System Huawei S9700 Firmware v200r005c00spc300 All All All

Operating System Huawei S9700 Firmware v200r006c00spc300 All All All

Operating System Huawei S9700 Firmware v200r006c00spc500 All All All

Operating System Huawei S9700 Firmware v200r001c00spc300 All All All

Operating System Huawei S9700 Firmware v200r002c00spc100 All All All

Operating System Huawei S9700 Firmware v200r003c00spc500 All All All

Operating System Huawei S9700 Firmware v200r005c00spc300 All All All

Operating System Huawei S9700 Firmware v200r006c00spc300 All All All

Operating System Huawei S9700 Firmware v200r006c00spc500 All All All
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Reference Source Link

Multiple Huawei Products CF Card Local Information Disclosure Vulnerability BID www.securityfocus.com

Security Advisory - CF Card Information Leak Vulnerability on Multiple Huawei Products - Huawei PSIRT CONFIRM www1.huawei.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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