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CVE CVE-2015-7848
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-06 21:59:00 UTC
Updated 2017-11-10 02:29:00 UTC
Description An integer overflow can occur in NTP-dev.4.3.70 leading to an out-of-bounds memory copy operation when processing a st

/ ]
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ntp Ntp-dev 4.3.70 All All All

Application Ntp Ntp-dev 4.3.70 All All All

Reference Source
NTP: Multiple vulnerabilities (GLSA 201607-15) — Gentoo Security GENTOO
October 2015 Network Time Protocol Daemon (ntpd) Vulnerabilities in Multiple NetApp Products | NetApp Product Security CONFIRM
Network Time Protocol CVE-2015-7848 Denial of Service Vulnerability BID

ntp Multiple Flaws Let Remote Users Deny Service, View Files, and Bypass Authentication to Modify the Time - SecurityTracker SECTRAC

Cisco Talos - Talos 2015 0052 MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590349 Rockwell Automation Stratix 5900 Multiple Vulnerabilities (ICSA-17-094-04)
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https://cve.report/CVE-2015-7848/mitre
https://cve.report/CVE-2015-7848/nist
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https://cve.report/CVE-2015-7848.pdf
http://cve.report/vendor/ntp
http://cve.report/software/ntp/ntp-dev
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http://cve.report/software/ntp/ntp-dev
https://security.gentoo.org/glsa/201607-15
https://security.netapp.com/advisory/ntap-20171004-0001/
http://www.securityfocus.com/bid/77275
http://www.securitytracker.com/id/1033951
http://www.talosintelligence.com/reports/TALOS-2015-0052/
https://www.cve.org/CVERecord?id=CVE-2015-7848
https://nvd.nist.gov/vuln/detail/CVE-2015-7848
http://cve.report/qid/590349
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