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Summary

CVE CVE-2015-7863

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-19 18:59:00 UTC

Updated 2016-12-24 02:59:00 UTC

Description The default configuration of Persistent Accelerite Radia Client Automation (formerly HP Client Automation) 7.9 through 9.1 before 2015-02-19 enables a remote Notify capability without the Extended Notify Security features, which might allow remote attackers to bypass intended access restrictions via unspecified vectors.

Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Accelerite Radia Client Automation 7.9 All All All

Application Accelerite Radia Client Automation 8.1 All All All

Application Accelerite Radia Client Automation 9.0 All All All

Application Accelerite Radia Client Automation 9.1 All All All

Application Accelerite Radia Client Automation 7.9 All All All

Application Accelerite Radia Client Automation 8.1 All All All

Application Accelerite Radia Client Automation 9.0 All All All

Application Accelerite Radia Client Automation 9.1 All All All

References

Reference

Persistent Systems Accelerite Radia Client Automation (HP Client Automation) Bugs Let Remote Users Modify Access Control Settings and Bypass Security Restrictions - SecurityTracker

Accelerite releases solutions and best practices to enhance the security for RBAC and Remote Notify features – Accelerite Support

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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