CVE-2015-7893

Print: PDF 1)

MITRE NVD CVE.ORG JSON API

CVE CVE-2015-7893
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2017-04-11 19:59:00 UTC
Updated 2017-04-17 19:05:00 UTC
Description SecEmailUl in Samsung Galaxy S6 does not sanitize HTML email content, allows remote attackers to execute arbitrary Jav

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Hardware Samsung Galaxy S6 -
Hardware Samsung Galaxy S6 -

Update

All

All

Edition Language
All All
All All

References

Reference

Project Zero: Hack The Galaxy: Hunting Bugs in the Samsung Galaxy S6 Edge
Samsung SecEmailUl - Script Injection - Android remote Exploit

494 - project-zero - Project Zero - Monorail

Samsung SecEmailUl CVE-2015-7893 Security Vulnerability

Samsung SecEmailUl Script Injection = Packet Storm

CVE Program record

NVD vulnerability detail

1]

Source

MISC

EXPLOIT-DB

CONFIRM

BID

MISC

CVE.ORG

NVD

Link

Tags

googleprojectzero.blogspot.ie  Third Party

www.exploit-db.com
bugs.chromium.org
www.securityfocus.com
packetstormsecurity.com
Www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
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https://www.exploit-db.com/exploits/38554/
https://bugs.chromium.org/p/project-zero/issues/detail?id=494&q=samsung&redir=1
http://www.securityfocus.com/bid/77431
http://packetstormsecurity.com/files/135643/Samsung-SecEmailUI-Script-Injection.html
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