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CVSS:30/AV:NIAC:LIPR:L/ULEN/S:C/CH/IHIAH Certain Versions of EWOﬂ Firmware from EWOﬂ Contain the following
/\ ~ vulnerability:
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eWON devices with firmware before 10.1s0 omit RBAC for I/O server
information and status requests, which allows remote attackers to
obtain sensitive information via an unspecified URL.

CVE-2015-7926 has been assigned by (7} ics-cert@hq.dhs.gov to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.9 - CRITICAL

Attack Attack Privileges User

Vector Complexity Required Interaction

Low [ NONE |

Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HiGH] = [ HIGH

CVSS2 Score: SEMEDIUNM)

Access Access Authentication

Vector Complexity

Low [ NONE |

Confidentiality Integrity Availability

Impact Impact Impact
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Description Tags Link

Wiki news | eWON - Industrial VPN routers - = CONFIRM ewon.biz/support/news/support/ewon-security-
Remote Access & Data Services [ ewon.biz | enhancement-7529-01
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https://cve.report/CVE-2015-7926/nist
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https://cve.report/CVE-2015-7926.pdf
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text/html

RBAC Issues = Packet Storm CSRF-Session-Management-RBAC-Issues.html

eWON XSS / CSRF / Session Management / EEEG e N 8 MISC packetstormsecurity.com/files/135069/e WON-XSS-
eWON Vulnerabilities | ICS-CERT @ MISC ics-cert.us-cert.gov/advisories/ICSA-15-351-03

US Government Resource

application/octet-stream

Full Disclosure: eWON sa Industrial router - I3 FULLDISC 20151224 eWON sa Industrial router -
Multiple Vulnerabilities Multiple Vulnerabilities

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Ewon Ewon Firmware All All All All
System

cpe:2.3:0:ewon:ewon_firmware:*:*:*:*

No vendor comments have been submitted for this CVE
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