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Certain versions of Xen from Xen contain the following vulnerability:

Multiple memory leaks in Xen 4.0 through 4.6.x allow local guest
administrators or domains with certain permission to cause a denial of
service (memory consumption) via a large number of "teardowns" of
domains with the vcpu pointer array allocated using the (1)
XEN_DOMCTL_max_vcpus hypercall or the xenoprofile state vcpu
pointer array allocated using the (2) XENOPROF_get_buffer or (3)

XENOPROF_set_passive hypercall.

CVSS2 Score: 4.9 - MEDIUM

Access
Vector

Access
Complexity

Authentication

LOCAL LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE NONE COMPLETE

CVE References

Description Tags Link

Xen CVE-2015-7969 Multiple Denial of Service Vulnerabilities cve.report (archive)

text/html

 BID 77364

XSA-149 - Xen Security Advisories Vendor Advisory

xenbits.xen.org

text/html

 CONFIRM
xenbits.xen.org/xsa/advisory-
149.html

404 - Page not found support.citrix.com

text/html

 CONFIRM
support.citrix.com/article/CTX202404

XSA-151 - Xen Security Advisories Vendor Advisory

xenbits.xen.org

text/html

 CONFIRM
xenbits.xen.org/xsa/advisory-
151.html

CVE-2015-7969 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2015-7969/mitre
https://cve.report/CVE-2015-7969/nist
https://cve.report/CVE-2015-7969/cve_org
https://cve.report/CVE-2015-7969.pdf
http://cve.report/software/xen/xen
http://cve.report/vendor/xen
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/77364
http://xenbits.xen.org/xsa/advisory-149.html
http://support.citrix.com/article/CTX202404
http://xenbits.xen.org/xsa/advisory-151.html


[SECURITY] Fedora 21 Update: xen-4.4.3-7.fc21 lists.fedoraproject.org

text/html

 FEDORA FEDORA-2015-
242be2c240

openSUSE-SU-2015:1965-1: moderate: Security update for xen lists.opensuse.org

text/html

 SUSE openSUSE-SU-2015:1965

[SECURITY] Fedora 23 Update: xen-4.5.1-14.fc23 lists.fedoraproject.org

text/html

 FEDORA FEDORA-2015-
a931b02be2

Xen vCPU Pointer Memory Leak Lets Local Users on a Privileged Guest
System Cause Denial of Service Conditions on the Host System -
SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1034033

Debian -- Security Information -- DSA-3414-1 xen www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-3414

Xen: Multiple vulnerabilities (GLSA 201604-03) — Gentoo Security security.gentoo.org

text/html

 GENTOO GLSA-201604-03

[SECURITY] Fedora 22 Update: xen-4.5.1-14.fc22 lists.fedoraproject.org

text/html

 FEDORA FEDORA-2015-
6f6b79efe2

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Xen Xen 4.0.0 All All All

Operating
System

Xen Xen 4.0.1 All All All

Operating
System

Xen Xen 4.0.2 All All All

Operating
System

Xen Xen 4.0.3 All All All

Operating
System

Xen Xen 4.0.4 All All All

Operating
System

Xen Xen 4.1.0 All All All

Operating
System

Xen Xen 4.1.1 All All All

Operating
System

Xen Xen 4.1.2 All All All

Operating
System

Xen Xen 4.1.3 All All All

Operating
System

Xen Xen 4.1.4 All All All

Operating Xen Xen 4.1.5 All All All
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Operating
System

Xen Xen 4.1.5 All All All

Operating
System

Xen Xen 4.1.6.1 All All All

Operating
System

Xen Xen 4.2.0 All All All

Operating
System

Xen Xen 4.2.1 All All All

Operating
System

Xen Xen 4.2.2 All All All

Operating
System

Xen Xen 4.2.3 All All All

Operating
System

Xen Xen 4.3.0 All All All

Operating
System

Xen Xen 4.3.1 All All All

Operating
System

Xen Xen 4.3.2 All All All

Operating
System

Xen Xen 4.3.4 All All All

Operating
System

Xen Xen 4.4.0 All All All

Operating
System

Xen Xen 4.4.1 - All All

Operating
System

Xen Xen 4.5.0 All All All

Operating
System

Xen Xen 4.5.1 All All All

Operating
System

Xen Xen 4.6.0 All All All

Operating
System

Xen Xen 4.0.0 All All All

Operating
System

Xen Xen 4.0.1 All All All

Operating
System

Xen Xen 4.0.2 All All All

Operating
System

Xen Xen 4.0.3 All All All

Operating
System

Xen Xen 4.0.4 All All All

Operating
System

Xen Xen 4.1.0 All All All

Operating
System

Xen Xen 4.1.1 All All All

Operating
System

Xen Xen 4.1.2 All All All
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Operating
System

Xen Xen 4.1.3 All All All

Operating
System

Xen Xen 4.1.4 All All All

Operating
System

Xen Xen 4.1.5 All All All

Operating
System

Xen Xen 4.1.6.1 All All All

Operating
System

Xen Xen 4.2.0 All All All

Operating
System

Xen Xen 4.2.1 All All All

Operating
System

Xen Xen 4.2.2 All All All

Operating
System

Xen Xen 4.2.3 All All All

Operating
System

Xen Xen 4.3.0 All All All

Operating
System

Xen Xen 4.3.1 All All All

Operating
System

Xen Xen 4.3.2 All All All

Operating
System

Xen Xen 4.3.4 All All All

Operating
System

Xen Xen 4.4.0 All All All

Operating
System

Xen Xen 4.4.1 - All All

Operating
System

Xen Xen 4.5.0 All All All

Operating
System

Xen Xen 4.5.1 All All All

Operating
System

Xen Xen 4.6.0 All All All

cpe:2.3:o:xen:xen:4.0.0:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.0.1:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.0.2:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.0.3:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.0.4:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.0:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.1:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.2:*:*:*:*:*:*:*:
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cpe:2.3:o:xen:xen:4.1.2:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.3:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.4:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.5:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.6.1:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.2.0:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.2.1:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.2.2:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.2.3:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.3.0:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.3.1:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.3.2:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.3.4:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.4.0:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.4.1:-:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.5.0:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.5.1:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.6.0:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.0.0:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.0.1:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.0.2:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.0.3:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.0.4:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.0:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.1:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.2:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.3:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.4:*:*:*:*:*:*:*:

cpe:2.3:o:xen:xen:4.1.5:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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