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Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Freebsd Freebsd All All All All
Freebsd Freebsd 10.1 - All All
Freebsd Freebsd 10.1 p1 All All
Freebsd Freebsd 10.1 p10 All All
Freebsd Freebsd 10.1 pi2 All All
Freebsd Freebsd 10.1 p15 All All
Freebsd Freebsd 10.1 p16 All All
Freebsd Freebsd 10.1 pl7 All All
Freebsd Freebsd 10.1 pi18 All All
Freebsd Freebsd 10.1 p19 All All
Freebsd Freebsd 10.1 p2 All All
Freebsd Freebsd 10.1 p22 All All
Freebsd Freebsd 10.1 p24 All All

Freebsd Freebsd 10.1 p25 All All
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Application Ntp Ntp 4.3.89 All All All
Application Ntp Ntp All p5 All All
Hardware Siemens Tim 4r-ie - All All All
Hardware Siemens Tim 4r-ie Dnp3 - All All All
Operating System Siemens Tim 4r-ie Dnp3 Firmware All All All All
Operating System Siemens Tim 4r-ie Firmware All All All All
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http://cve.report/software/siemens/tim_4r-ie_firmware
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00020.html
https://h20566.www2.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-hpesbhf03750en_us
https://security.gentoo.org/glsa/201607-15
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openSUSE-SU-2016:1423-1: moderate: Security update for ntp SUSE
[security-announce] SUSE-SU-2016:1311-1: important: Security update for SUSE
Vulnerability Note VU#718152 - NTP.org ntpd contains multiple vulnerabilities CERT
support.ntp.org/bin/view/Main/NtpBug2935 CONF
ntp Multiple Flaws Let Remote Users Spoof Messages, Obtain Potentially Sensitive Information, and Deny Service - SecurityTracker  SECT!
[security-announce] SUSE-SU-2016:1912-1: important: Security update for SUSE
January 2016 Network Time Protocol Daemon (ntpd) Vulnerabilities in NetApp Products | NetApp Product Security CONF
[security-announce] SUSE-SU-2016:2094-1: important: Security update for SUSE
SA113: January 2016 NTP Security Vulnerabilities | Blue Coat Systems, Inc. CONF
FreeBSD-SA-16:09 FREEI
[security-announce] SUSE-SU-2016:1177-1: important: Security update for SUSE
NTP CVE-2015-7973 Security Bypass Vulnerability BID

Document Display | HPE Support Center CONF
Siemens TIM 4R-IE Devices | CISA CONF
[security-announce] openSUSE-SU-2016:1292-1: important: Security update SUSE
cert-portal.siemens.com/productcert/pdf/ssa-497656.pdf CONF
Multiple Vulnerabilities in Network Time Protocol Daemon Affecting Cisco Products - January 2016 CISC(
[security-announce] SUSE-SU-2016:1175-1: important: Security update for SUSE
USN-3096-1: NTP vulnerabilities | Ubuntu UBUN
CVE Program record CVE.C
NVD vulnerability detail NVD

4 i e

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590721 Siemens TIM 4R-IE Devices Multiple Vulnerabilities (ICSA-21-103-11)
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