VE-2015-7974

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2015-7974
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-26 19:59:00 UTC
Updated 2021-04-26 17:42:00 UTC
Description NTP 4.x before 4.2.8p6 and 4.3.x before 4.3.90 do not verify peer associations of symmetric keys when authenticating pack

/ |
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Netapp Clustered Data Ontap - All All All
Application Netapp Oncommand Balance - All All All
Application Ntp Ntp All All All All
Application Ntp Ntp 428 - All All
Application Ntp Ntp 4.2.8 pl All All
Application Ntp Ntp 4.2.8 p1-betal All All
Application Ntp Ntp 428 p1-beta2 All All
Application Ntp Ntp 4.2.8 p1-beta3 All All
Application Ntp Ntp 428 p1-betad All All
Application Ntp Ntp 4.2.8 p1-betab All All
Application Ntp Ntp 428 p1-rci All All
Application Ntp Ntp 428 pi-rc2 All All
Application Ntp Ntp 428 p2 All All
Application Ntp Ntp 4.2.8 p2-rci All All
Application Ntp Ntp 428 p2-rc2 All All
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Application Ntp Ntp 4.2.8 p2-rc3 All All
Application Ntp Ntp 4.2.8 p3 All All
Application Ntp Ntp 4.2.8 p3-rci All All
Application Ntp Ntp 428 p3-rc2 All All
Application Ntp Ntp 4.2.8 p3-rc3 All All
Application Ntp Ntp 428 p4 All All
Application Ntp Ntp 4.2.8 pS All All
Application Ntp Ntp All All All All
Application Ntp Ntp 428 - All All
Application Ntp Ntp 428 pi All All
Application Ntp Ntp 428 p1-betal All All
Application Ntp Ntp 4.2.8 p1-beta2 All All
Application Ntp Ntp 428 p1-beta3 All All
Application Ntp Ntp 4.2.8 p1-betad All All
Application Ntp Ntp 428 p1-betab All All
Application Ntp Ntp 4.2.8 p1-rci All All
Application Ntp Ntp 4.2.8 p1-rc2 All All
Application Ntp Ntp 428 p2 All All
Application Ntp Ntp 4.2.8 p2-rci All All
Application Ntp Ntp 4.2.8 p2-rc2 All All
Application Ntp Ntp 4.2.8 p2-rc3 All All
Application Ntp Ntp 428 p3 All All
Application Ntp Ntp 428 p3-rci All All
Application Ntp Ntp 4.2.8 p3-rc2 All All
Application Ntp Ntp 4.2.8 p3-rc3 All All
Application Ntp Ntp 4.2.8 p4 All All
Application Ntp Ntp 428 p5 All All
Hardware Siemens Tim 4r-ie - All All All
Hardware Siemens Tim 4r-ie Dnp3 - All All All
Operating System Siemens Tim 4r-ie Dnp3 Firmware All All All All
Operating System Siemens Tim 4r-ie Firmware All All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590721 Siemens TIM 4R-IE Devices Multiple Vulnerabilities (ICSA-21-103-11)
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