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AVNACLAUNCOCAC Certain versions of Air from Adobe contain the following vulnerability:

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268
and 19.x and 20.x before 20.0.0.228 on Windows and OS X and before
11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK
before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204
allows attackers to execute arbitrary code via unspecified vectors, a
different vulnerability than CVE-2015-8048, CVE-2015-8049, CVE-
2015-8050, CVE-2015-8055, CVE-2015-8056, CVE-2015-8057, CVE-2015-8058, CVE-2015-
8059, CVE-2015-8061, CVE-2015-8062, CVE-2015-8063, CVE-2015-8064, CVE-2015-8065,
CVE-2015-8066, CVE-2015-8067, CVE-2015-8068, CVE-2015-8069, CVE-2015-8071, CVE-
2015-8401, CVE-2015-8402, CVE-2015-8403, CVE-2015-8404, CVE-2015-8405, CVE-2015-
8406, CVE-2015-8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, CVE-2015-8414,
CVE-2015-8420, CVE-2015-8421, CVE-2015-8422, CVE-2015-8423, CVE-2015-8424, CVE-
2015-8425, CVE-2015-8426, CVE-2015-8427, CVE-2015-8428, CVE-2015-8429, CVE-2015-
8430, CVE-2015-8431, CVE-2015-8432, CVE-2015-8433, CVE-2015-8434, CVE-2015-8435,
CVE-2015-8436, CVE-2015-8437, CVE-2015-8441, CVE-2015-8442, CVE-2015-8447, CVE-
2015-8448, CVE-2015-8449, CVE-2015-8450, CVE-2015-8452, and CVE-2015-8454.

CVE-2015-8070 has been assigned by [, psirt@adobe.com to track the vulnerability

CVSS2 Score: 10- HIGH |

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact
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Adobe Security Bulletin

Adobe Flash Player and AIR APSB15-32 Multiple Use After Free
Remote Code Execution Vulnerabilities
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:0:apple:mac_os_x: "

cpe:2.3:0:google:android:*: "

cpe:2.3:0:linux:linux_kernel:*:*:***:*:*:*:

cpe:2.3:0:linux:linux_kernel:*:*:*:*:***:*:

cpe:2.3:0:microsoft:windows:*:*:*:*:**:*:*:

cpe:2.3:0:microsoft:windows:*:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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