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AVNACAUSICALPIAN Certain versions of Opensuse from Opensuse contain the following
vulnerability:

Cross-site scripting (XSS) vulnerability in program/js/app.js in
Roundcube webmail before 1.0.7 and 1.1.x before 1.1.3 allows remote
authenticated users to inject arbitrary web script or HTML via the file
name in a drag-n-drop file upload.

CVE-2015-8105 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: [3555LOW
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CVE References

Description Tags Link

Roundcube: Multiple Vulnerabilities (GLSA 201603-03) — EJ GENTOO GLSA-201603-03

Gentoo Security

#1490530 (XSS via drag and drop file upload) — Roundcube (7) CONFIRM trac.roundcube.net/ticket/1490530

Webmail

openSUSE-SU-2015:1904-1: moderate: Security update for 9 SUSE openSUSE-SU-2015:1904

roundcubemail

404 Not Found () CONFIRM

trac.roundcube.net/changeset/dd7db2179/github

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are mare annranriate far voir niirnnse CVFrenart dnes not necessarilv endnrse the views exnressed ar eonciir with the facts nresented on these sites Further



https://cve.report/
https://cve.report/CVE-2015-8105/mitre
https://cve.report/CVE-2015-8105/nist
https://cve.report/CVE-2015-8105/cve_org
https://cve.report/CVE-2015-8105.pdf
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://security.gentoo.org/glsa/201603-03
http://trac.roundcube.net/ticket/1490530
http://lists.opensuse.org/opensuse-updates/2015-11/msg00030.html
http://trac.roundcube.net/changeset/dd7db2179/github
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product
Operating Opensuse Opensuse
System

Operating Opensuse Opensuse
System

Operating Opensuse Opensuse
System

Operating Opensuse Opensuse
System

Application Roundcube Webmail
Application Roundcube Webmail
Application Roundcube Webmail
Application Roundcube Webmail
Application Roundcube Webmail
Application Roundcube Webmail
Application Roundcube Webmail

cpe:2.3:0:0pensuse:opensuse:13.1: "

cpe:2.3:0:0pensuse:opensuse:13.2:%: "

cpe:2.3:0:0pensuse:opensuse:13.1: "

cpe:2.3:0:0pensuse:opensuse:13.2:%: "

cpe:2.3:a:roundcube:webmail:1.1.0:%:" "

cpe:2.3:a:roundcube:webmail:1.1.1:%:%:

cpe:2.3:a:roundcube:webmail:1.1.2:%:% %

cpe:2.3:a:roundcube:webmail:1.1.0:%:%:

ARk kKK kK,

cpe:2.3:a:roundcube:webmail:1.1.1:*:

cpe:2.3:a:roundcube:webmail:1.1.2:%:%

LRk kK KLk Lk Lk,

cpe:2.3:a:roundcube:webmail:*;*:

No vendor comments have been submitted for this CVE
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